
WHITEPAPER

The importance 
of a resilient CDN for 
digital performance
Imperva CDN



imperva.com2 Whitepaper: The importance of a resilient CDN for digital performance
Copyright © 2022 Imperva. All rights reserved

Table of Contents

01  Introduction  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .      03

02  A positive UX makes loyal customers  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .      04

03  Consistency of performance  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .    04

04  Reliability of service  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     04

05  Scalability to meet consumer demand  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     04

06  Choose Imperva CDN for application performance  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     05

07  Imperva CDN benefits  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .      06

Caching  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     06 
Custom Caching Rules  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     07 
Load Balancing .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     07 
Content Optimization .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     08 
Custom Rules Engine  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     08
Waiting Room  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .     08

08  The Imperva Cloud Platform - built for security and reliability  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .      10

09  Summary  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .      11

 

 
 

http://www.imperva.com
http://www.imperva.com


imperva.com3 Whitepaper: The importance of a resilient CDN for digital performance
Copyright © 2022 Imperva. All rights reserved

The backbone of any successful online business is its Content Delivery Network 
(CDN) which distributes content across its global network of servers to improve 
the overall usability, scalability, and performance of a website. Content Delivery 
Networks (CDNs) accelerate web traffic across the internet through servers 
residing in strategic locations, known as points of presence or PoPs, across the 
globe. Each PoP has several caching servers, each containing a cached version 
of your website or application. By bringing content closer to each visitor, CDNs 
improve performance and reduce the load on the origin server. 

For additional resilience and availability, it’s imperative to choose a CDN with 
built-in security features since website performance is only as strong as the 
website is secure. A website that comes under a Distributed Denial of Service 
(DDoS) attack or is the target of a Bot or Account Takeover attack will expe-
rience performance issues or might even be taken offline completely. If your 
website is taken offline by a cyber security attack that you cannot mitigate, 
speed and performance become redundant.   

This paper sets out why, in these times of exponential growth in internet usage 
and a rise in the number of cyber attacks, it is more important than ever for 
organizations to choose a resilient CDN that is built with both performance and 
security in mind. 

Introduction

http://www.imperva.com
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A positive UX makes loyal customers
A successful business is dependent on happy, satisfied customers. For a company to achieve business growth, at a minimum, 
customers expect a reliable, efficient, and enjoyable experience that is always accessible. The same goes for savvy website customers 
who have grown to expect a positive user experience (UX) when carrying out business or making a purchase online. When you consider 
that ‘improving customer experience can raise KPIs by over 80%’ (InTechnic), how well a website performs and how much the customer 
enjoys their experience are critical to achieving online success. 

A positive UX drives repeat visits and, in the case of e-commerce sites, increases conversion. Similarly, a physical shopping experience 
will be more successful and encourage more repeat visits when the store makes it easy to find what you are looking for, delivers fresh, 
high-quality content, and provides a fast, efficient and enjoyable user experience. In contrast, poor-performing websites result in lost 
business. According to statistics published by InTechnic, ‘70% of customers abandon purchases because of bad user experience and 
‘slow-loading websites cost retailers more than $2B in lost sales each year.’

Consistency of performance
With so much online competition, to achieve continued success, websites need to consistently perform to a high standard, ensuring 
visitors enjoy a seamless UX without disruption when demand is high and even if the website is under a cyber attack. With countless 
options available to them, today’s website users are no longer willing to accept poor connectivity or slow page load times. Maintaining 
consistent online performance and availability is becoming more of a challenge for organizations as internet usage increases and 
networks struggle to cope with surging volumes of online traffic.

Reliability of service 
Service reliability and availability are critical to the success of your business. Increasingly, surges in internet traffic and cyber attacks on 
web applications are causing increased disruption by preventing normal browsing or web transactions, thus interrupting the continuity 
of service to customers. 

The Imperva Content Delivery Network (CDN) is built on a resilient infrastructure designed to provide a reliability of service, which is 
critical to the success of your business. It comes with Cloud Application and Edge Security solutions built-in to stop attacks and ensure 
uninterrupted business operations.

Scalability to meet consumer demand 
A website also needs to be able to scale to manage online consumer demand without compromising site performance. A scalable 
site must be able to handle large volumes of traffic and content without any impact on normal service. The more a website can adapt 
to increased traffic and site content volumes, the more scalable and elastic it becomes to provide the reliability customers expect. 
Scalability also means coping with increased bandwidth requirements which account for a considerable part of site hosting costs. A 
CDN offers techniques such as caching and content optimization to keep bandwidth usage, and subsequently unnecessary additional 
costs, down.

http://www.imperva.com
http://www.imperva.com
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Choose Imperva CDN for application performance
Imperva CDN offers customer rules, advanced caching, load balancing, and content optimization all built-in to a comprehensive Web 
Application and API Protection (WAAP) platform to optimize the performance of your websites and content across the globe.  Our 
single-stack platform offers a comprehensive set of solutions that protect against the latest threats, including WAF, API Security, 
Bot Management, and DDoS Protection. All the Imperva security and delivery features are served from every PoP. This streamlines 
performance by removing the latency impact as a traffic request is routed to a caching server, then passed on to the network layer 
scrubbing server, and passed on to the WAF. With Imperva CDN, performance and security go hand in hand.

Many content delivery networks are, first of all, not security-first, but, instead, a part of an assortment of different solutions, whereas 
we are one consolidated service. Other platforms create a traffic jam of information when combining security with their content 
delivery, and it creates a disjointed UI and alert fatigue. Some of the leading CDNs have added security features as an afterthought 
over the years, creating a disjointed UI and complex solution environment. You’re using the core CDN for app delivery, you’re logged 
in to a different product for DDoS and a different product for WAF. This complicates your security management and can increase your 
vulnerability to cyber attacks.

The Imperva CDN offers the best in speed, performance, and resilience by building content caching, load balancing, and failover into a 
comprehensive Web Application and API Protection (WAAP) platform to securely deliver content on websites around the world. Offering 
a globally distributed network of data centers that deliver full site acceleration through intelligent caching and content optimization, it 
intelligently and dynamically profiles website resources to identify all cacheable content (dynamic and static). This allows you to get 
better performance out of your CDN as compared to solutions that cannot identify cacheable dynamic content.

http://www.imperva.com
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Imperva CDN benefits

Caching

Caching is the process of storing files, content, or login details closer to the user to 
make them more easily and quickly accessible the next time they are requested. The 
main premise of a CDN is to cache content close to your visitors in order to minimize 
the time it takes to download the content to the visitor's browser. Imperva utilizes its 
distributed network of data centers to minimize the content delivery time for any visitor 
regardless of geographical origin.

Imperva uses intelligent caching and optimization techniques to speed up your website 
and improve performance, such as Smart Cache, which leverages machine learning to 
efficiently cache dynamically generated content and automatic caching for frequently 
accessed materials. Caching options are presented in a simple and easy-to-use 
dashboard.

Selecting smart caching, the Imperva CDN is uniquely able to identify and cache content 
that is considered dynamic by other CDNs but is, in fact, static. This is done by profiling 
the application and detecting resources that are generated by the application as 
dynamic content, but have only presentation content (without application content). Such 
resources can be cached for short periods of time to optimize performance while always 
displaying fresh content.

For a business website with 
significant traffic, Imperva tends 
to outpace its competitors. They 
claim Imperva CDN can improve 
page loads by 50%, and in my 
experience this claim is true. 
These days, a customer can be 
lost if your website is not loading 
quickly enough (thanks Gen Z), 
and Imperva helps keep these 
customers on your site."

License Compliance Manager in 
Global CDN, 250M - 500M USD, North 
America

http://www.imperva.com
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Custom Caching Rules

Imperva provides a comprehensive set of tools to customize and control its caching 
logic. Site administrators can easily define caching attributes for specific resources, such 
as whether or not to cache them and their Time to Live (TTL).

Load Balancing

Load balancing distributes traffic across a network of servers to prevent server 
overload and to improve performance and availability. In addition, it helps to ensure 
high availability in the case of a malfunctioning server or data center by routing traffic 
to a healthy server. Imperva uses advanced load-balancing algorithms to make load-
balancing decisions at the HTTP request level to ensure requests are always routed 
to the origin server with the smallest load. This method provides a very accurate 
assessment of the origin server loads and keeps the load evenly distributed across the 
origin servers to improve performance and enable scalability. The Imperva Load Balancer 
also plays a major role in Disaster Recovery planning, acting as an automated solution for 
site failover. 

http://www.imperva.com
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Content Optimization

Content optimization or Content Compression Optimization means compressing site 
content to reduce file size and improve performance by reducing bandwidth usage 
and lowering latency. Optimization techniques, including compression and minification, 
enable accelerated page load times and reduced file sizes by up to 60% to reduce 
bandwidth usage. Our CDN automatically stores minified variants on our caching servers 
and PoPs, which keeps them in sync with any source modifications, which in turn 
ensures that content is always fresh and up to date.

Custom Rules Engine

One of the most useful features of our CDN is our Custom Rules Engine which offers 
self-service rules customization to allow you to adapt to the needs of your environment 
quickly. This allows you to make fast decisions based on visit and request attributes 
without changing the user-facing URL. With security in mind, the rules engine has been 
designed to offer capabilities such as ResponseHeaderOverride, which not only provides 
faster response times but also offers a real boost to your website security by protecting 
it from vulnerabilities such as Cross-Site Scripting and Clickjacking.

Waiting Room

In peak traffic times such as a major product launch, high-demand ticket sales or an 
event such as Black Friday, websites can become overwhelmed and struggle to remain 
online. When this happens, it causes a very negative impact on the user experience 
and, consequently, on the business too. Imperva Waiting Room is designed to keep 
your website online during peak traffic periods by redirecting site visitors into a virtual 
waiting room where they are placed into a queueing system until it is their turn to access 
the site. As a result, your customers will have a more satisfying and seamless user 
experience and are less likely to abandon their transaction mid-purchase.

Built on our CDN, the Imperva Waiting Room does not impact your website’s 
performance. The Waiting Room also comes with the functionality to let you customize 
the design to your own brand specifications, which adds to the seamless customer UX. 

http://www.imperva.com
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Imperva Waiting Room offers customizable HTML to match your own branding

http://www.imperva.com
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Engineered for reliability, the Imperva Cloud platform operates with an SLA 
of 99.999% availability for CDN/Cloud WAF/DNS Protection. We deliver 
comprehensive web application, API, and network protection, including 
several products such as Cloud WAF, CDN, Advanced Bot Management, 
DDoS Mitigation, and DNS Protection, all orchestrated seamlessly within a 
single security stack.  

Our growing global network currently includes 50 Points of Presence (PoPs) 
around the world positioned close to our customers’ clients to provide an 
optimal user experience. 

The Imperva Cloud Platform - built for 
security and reliability 

http://www.imperva.com
http://www.imperva.com
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Summary
As digital transformation picks up pace, there is an unspoken expectation for a seamless 
website UX and high-performance websites and applications. Site hosts are under 
pressure to deliver content with speed, agility, and reliability consistently, and site 
downtime is no longer acceptable.  However, as internet usage grows and online traffic 
increases, the opportunities for cyber attackers to disrupt web applications are also on 
the increase, and organizations need to be vigilant and ensure that they have the right 
CDN solution in place for business continuity and performance. 

As the global cyber threat landscape evolves and application performance grows as a 
priority for organizations, Imperva will continue to expand our network and enhance our 
services to ensure the best performance for our customers. For more information about 
any of our services, visit www.imperva.com.
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