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Application 
modernization  
is driving a 

surge in APIs Average annual number of API calls
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API traffic is surpassing  
normal web traffic 
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DevOps are  
deploying  

APIs  
faster than 
security  
can keep 
up with APIs are pushed to production with design  

flaws making them vulnerable to  
automated attacks or Bad Bots

of all Bad Bot attacks target APIs

30% 
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Know  
where your 
APIs are  

and protect 
your most  
high-risk 

APIs

613 
An  average of 

APIs are discovered 
per account
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20%
of API  
attacks  
targeted  
financial 
services
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Discover your APIs

Top API Attack Vectors in 2023

Business 
Logic

Automated 
 Attacks

RCE/RFI
Date  
Leakage

XSS

Path  
Traversal 
/LFI27%
19%

12%10%
9%

8%

4% SQLI 3% PROTOCOL

2% SSRF 1% AUTHENTICATION

Find out more about API Security here

Attackers are  
after your  
sensitive data
Attackers are targeting  
industries with valuable  
and sensitive data
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Top 5 Targeted Industries for API Attacks

Financal  
Services

20%
Business
16%

Travel
11.2% 7.3% 6.7%

Computing & IT Telecom & ISPs

https://www.imperva.com/products/api-security/

