
Financial institutions are increasingly dependent on information technology to maintain operations and provide 

services to customers but the significant rise in the number of cyber attacks targeted at this industry in the 

last few years has the potential to undermine consumer confidence not only in your organization but also 

across the wider industry.



In the United States, The Federal Financial Institutions Examination Council (FFIEC), has developed an 

assessment tool to help financial institutions identify possible risks, assess their current plan, and evaluate it 

against the risk of a cybersecurity threat. The  also defines the proper 

controls an organization needs to improve and mitigate the risks and continually improve their overall security 

posture. It also lays out suggestions for a cybersecurity maturity model, which consists of 5 different domains 

and maturity levels. 



Imperva Sonar Platform can help financial organizations meet needed and planned controls found in both 

FFIEC and the  by offering Data privacy, compliance and security solutions from a single 

centralized platform. This provides clear visibility of any vulnerabilities or gaps in your security infrastructure 

and enables better risk management. 



Imperva offers a range of security solutions to address the following use cases found in the 

.

Cybersecurity Assessment Tool (CAT)

NIST Framework

FFIEC IT 

Examination Handbook

II.C Risk Mitigation: Application and Data Analytics 

II.C.14  Supply Chain:  Runtime Application Protection

11.C.17 Application Security: Edge & Application Protections

11.C.18 Database Security: Multi Cloud and On-prem Database Protections

The Checklist
The easy-to-use checklist below outlines how Imperva application and data security solutions can help you 

complete a high level FFIEC CAT assessment in each of the 5 cybersecurity domains. 

Imperva Domain Key

Application Security

Imperva Domain Key

Data Security

imperva.com

FFIEC Assessment,

How Imperva can help

https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_May_2017.pdf
https://www.nist.gov/cyberframework/online-learning/components-framework
https://ithandbook.ffiec.gov/media/274793/ffiec_itbooklet_informationsecurity.pdf
https://ithandbook.ffiec.gov/media/274793/ffiec_itbooklet_informationsecurity.pdf
http://www.imperva.com
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