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Insider Threat 

Insider Threat Defined 
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 Risk that the access rights of a 

trusted person will be used to view, 

take, or modify data or intellectual 

property.   
 

 Possible causes: 

 Accident 

 Malicious intent 

 Compromised device 
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 A person with no malicious 

motivation who becomes an 

unknowing accomplice of third 

parties who gain access to their 

device and/or user credentials. 
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Compromised Insider Defined 

Compromised Insider 
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Putting Things in Perspective 

Confidential 5 

“Less than 1% of your employees may be 

malicious insiders, but 100% of your employees 

have the potential to be compromised insiders.” 

Source:  http://edocumentsciences.com/defend-against-compromised-insiders 
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Malware: Compromised Insiders on the Rise 

2012 Verizon Data Breach Report 

 Malware is on the rise:  

• “69% of all data breaches incorporated Malware” -- a 20% 

increase over 2011 
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2014 simply shows 

continued growth for 

Malware/compromised 

insiders 
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Recent Major Enterprise Events  
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* Sources: ZDNET 2014, InfoSecurity-Magazine 2014, CNN 2014, Security Legder.com   
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Where Do They Attack? 
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Multimillion 

dollar 

datacenter 

End-user 

devices and 

the user 

Sometimes well 

protected 
Not well 

protected 

Both access the 

same data 
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Shame Game 
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 Mandiant releases research paper on APT1 Chinese  

Hacking Group. 

 Hackers create an Infected APT1 report. 

 Hackers send Spear Phishing emails to lure security officers into 

opening the file 

 

February 2013 – Research firm APT Report used as APT Infector 
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Ease of Infection Example:  
Click Bait/Malvertizement – Malware Distribution 
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* Source: News-Sentinel, Venturebeat, thehackernews, addthis    
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More Methods of Distribution 
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 Phishing / Spear Phishing 

 Drive-by-download 

 Malvertizement 

 BlackHat SEO 
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Distribution – 
The Unbearable Ease of Targeting 
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Distribution – 
The Unbearable Ease of Targeting 
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Industrialized Approach 

Specialized Frameworks and Hacking tools such as BlackHole 

2.0 and others, allow easy setup for Host Hijacking and Phishing  

How easy is it ?  

For $700: 3 month license for BlackHole available online. 

Includes support! 
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Persistent and Undetected 
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SAN FRANCISCO — For the last four months, Chinese hackers have 

persistently attacked The New York Times, infiltrating its computer 

systems and getting passwords for its reporters and other employees. 

Source: The New York Times http://www.nytimes.com/2013/01/31/technology/chinese-hackers-infiltrate-

new-york-times-computers.html?pagewanted=1&_r=1, Symantec Corp 

 

Out of the 45 different pieces of malware planted  

on the Times’ systems over the course of three months,  

just one of those programs was spotted by the  

Symantec antivirus software the Times used… 

 

Turning on only the signature-based anti-virus components of endpoint 

solutions alone are not enough… We encourage customers to be very 

aggressive in deploying solutions that offer a combined approach to 

security. Anti-virus software alone is not enough… 

Symantec Response: 

January 31, 2013 

Remember  

this date 
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Some APT Stats 
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Malware Type 

Total Number 

of Infections 

Operating Since 

(Estimated) Discovered 

Undetected 

Duration 

(Years) 

Stuxnet 2009 Sabotage ? June 2009 ~June 2010 1 

Stuxnet 2010 Sabotage >300K March-April 2010 June 2010 0.16 

Duqu Espionage ~50-60 April 2011 Oct 2011 0.5 

Wiper Sabotage Tens   April 2012   

Flame Espionage ~5000-6000 Aug 2008 May 2012 ~4 

Gauss Espionage ~2500 Aug – Sep 2011 June 2012 ~1 

Narilam Sabotage ? 2010 Nov 2012 3 

GrooveMonitor Sabotage ~10   Dec 2012   

Red October Espionage ~200 May 2007 Jan 2013 5.5 
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Assessing Antivirus Solutions 
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 Imperva found that  

less than 5% of anti-virus 

solutions in the study were  

able to initially detect previously  

non-cataloged viruses  

 For certain vendors, it may take 

up to four weeks to detect  

a new virus from the time of  

the initial scan 

Note the Date 
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Number of Weeks Required to Identify 
Infected File Not identified in First Run 
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Bottom Line: 
Security Threats Have Evolved 
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Sources: Gartner, Imperva analysis 

 Script Kiddies 

 “Digital Graffiti” artists 

 Backdoors in open source  

Code Red 
Nimda 

Klez  
Anna Kournikova 

 Cyber-espionage 

 Organized criminals 

 Industrialized hackers  

APT Mobile phone attacks 

Targeted malware attacks 

200+ million identities stolen 

Security Spend 

 Anti-virus 

 Firewall/VPN 

 Content Filtering 

 IDS/IPS 

Security Spend  

 Anti-virus 

 Firewall/VPN 

 Secure Email/Web 

 IPS 

2001 2014 

…Security spending hasn’t 
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What the Experts are Saying 

“Flame was a failure for the antivirus industry. We 

really should have been able to do better. But we 

didn’t. We were out of our league, in our own game.” 
Source: http://www.wired.com/threatlevel/2012/06/internet-security-fail/ 
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Protect and Monitor the Cheese 

21 

 Problem: Most organizations  

chase the mice and don’t focus  

enough on protecting the cheese 

 

 Much of security budgets  

spent on: 

•  NG-FW, IPS/IDS 

•  Virus prevention 

 

 Front-line/end-user defenses must be 100% accurate, 

since if only 1 mouse gets past them the cheese is gone 
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© 2014 Imperva, Inc. All rights reserved. 

Common Abnormal Activity to Review 
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 Check the entry method  
Legitimate individuals should, typically, access data 

through a main door (web app, known client, etc) 
 

 Monitor the activity of the individuals   
Malware typically causes unusual behavior and 

access patterns. 

 

 Monitor the activity of privileged users   
Data controls should track the activity of the 

privileged users and monitor what are these 

privileged users accessing and how they access it. 
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Joint Imperva-FireEye Solution 
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 FireEye Malware Protection System identifies 

compromised assets 

 Imperva SecureSphere dynamically responds to 

FireEye’s threat intelligence to prevent critical data 

compromise and loss 

 

 
SecureSphere 

for SharePoint 

File Activity 

Monitoring 

Management 

Server (MX) 

Database 

Activity 

Monitoring 

INTERNET 

Imperva 

Agent 

Imperva 

Agent 

Network 

Monitoring 

Network 

Monitoring 

Native 

Audit 

Internal 

Users 

 

Web Application 

Firewall 
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Understand Data & What Users Do With It 
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Discover and Classify Sensitive Information 

Build Security Policies 

Review and rationalize access rights 

Audit, Analyze, and Alert on Access Activity 

Look for unusual behavior 

Identify and Remediate Compromised Devices 



© 2014 Imperva, Inc. All rights reserved. 

Thank You 
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