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Business Takeaway What Does this Mean for You?

“Firewalls and intrusion prevention 
systems don’t provide sufficient 
protections for most public-facing 
websites or internal business-critical 
and custom Web applications.”

The 2014 Verizon Data Breach Report2 stated 35% of all data breaches occurred via web 
application attacks. If you thought part of your firewall, next generation firewall (NGFW) or 
intrusion prevention system (IPS) spending was protecting your web applications, it’s not. 
It doesn’t matter what the size of your organization is or what industry you are in, you are 
a target, and your web applications are under attack. Without a web application firewall 
(WAF), you are vulnerable.

TAKE ACTION: Reallocate a portion of your security budget from firewall, IPS, anti-virus, etc., to fund the purchase of a WAF.

“Security professionals sometimes 
confuse WAFs with NGFWs, or 
estimate  that WAFs do not bring 
enough value to justify the cost 
when compared with IPSs.”

Unlike traditional firewalls, NGFWs are able to recognize what applications are commu-
nicating on your network. NGFW vendors call this “application awareness,” which is the 
source of the confusion. Application awareness is irrelevant for preventing attacks on 
your web applications—exactly the thing a WAF is designed to do.

As for IPSs, they use pattern matching to recognize simple web application threats, 
but don’t address modern attacks. Any good WAF goes well beyond that basic level 
by learning application behavior and correlating multiple factors to determine what’s 
a real attack and what’s not.

TAKE ACTION: Share the Gartner report and this companion piece with your web application security stakeholders.

Five Business Takeaways from Gartner’s 
“Web Application Firewalls Are Worth 
the Investment for Enterprises”

Gartner’s research paper, “Web Application Firewalls Are Worth the Investment for Enterprises1”, has essential takeaways for 
businesses. Listed under “Business Takeaway” below are notable quotes from this report. Imperva’s analysis of what this means 
for you is listed on the right. Look for the “Take Action” callouts for steps you should take to improve your application security.

Access the full Gartner report here.
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Business Takeaway What Does this Mean for You?

“Strive for more than PCI compliance. 
Assess the need for Web application 
firewalls, based on the business 
impact of each Web application—
public-facing, partner-facing or 
internal—rather than protecting 
public-facing Web applications only.”

Compliance requirements must be addressed, but they represent the bare minimum 
as far as security is concerned. Additionally, those requirements are not tailored to your 
business needs. Applications that serve your customers, employees and partners need 
protection that goes beyond regulatory standards. And, it’s not just your internet-facing 
applications that face threats. Internal applications can fall prey to hackers who use 
malware and other targeted techniques to attack from within.

TAKE ACTION: Use a WAF to protect all your applications that produce revenue, support the business or represent your brand.

“False positives are the most important 
risk when deploying WAFs. Fear of 
false positives affects many WAF 
implementations and can lead to the 
displacement of the technology.”

Any solution can block users from getting to your site. What you need is to keep the bad 
guys away from your web applications and let customers, partners and employees have 
access. “False positives” mean you are locking out some of the good guys too, which can 
lead to a bad user experience and lost revenue. That’s why accuracy is such an important 
quality in a WAF, and why inaccurate WAFs cause problems and get replaced.

TAKE ACTION: Use a WAF testing framework, like the one from Imperva, to verify accuracy when evaluating a WAF or IPS 
solution for application security.

“Differences between WAF technologies 
regarding price and performance may 
be easily recognized from the start, 
but discovering discrepancies in 
protection techniques requires further 
investigation. Because these differences 
exist, security leaders should not rely 
on vendor claims, but should use the 
proof of concept and request feedback 
from their peers to verify the efficiency 
of the different techniques in their 
own environment.”

Not all WAFs are created equal. Many WAF products provide only bare minimum 
functionality and protection in key areas. That’s not apparent until you conduct a 
Proof of Value (POV) in some cases. You will want to use a WAF testing framework in 
your POV to verify accuracy. And, in addition to testing WAF security technology, you 
should evaluate WAF deployment options, security feeds and the vendor’s depth of 
security experience.

 

TAKE ACTION: Run a Proof of Value in your environment with success criteria that align to your use cases.

About Imperva
Imperva, pioneering the third pillar of enterprise security, fills the gaps in endpoint and network security by directly protecting 
high-value applications and data assets in physical and virtual data centers. With an integrated security platform built specifically 
for modern threats, Imperva data center security provides the visibility and control needed to neutralize attack, theft, and fraud 
from inside and outside the organization, mitigate risk, and streamline compliance.
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