
Behind the Scenes of a
Tailor-Made Massive Phishing
Campaign
Indicators of Compromise (IOCs)

IPs

● 185.106.93.93
● 185.106.93.21
● 185.229.66.68
● 185.4.66.166
● 85.119.149.127

Files
Below are a few SSDEEPs of the main.[a-z0-9]*.js files.

main.c64e56abbccd790a.js:
49152:jhfc8628tKXS/iVxVQcw+NLmBaU/eHnLF7KvlwPtT1o2mRav/5aORllC9Qb:BilwL

main.4e16a8f60f5b4085.js:
49152:R30H72Fb5yiVxVQeO+NLmLaqfeHnLFLi8kMbqYvog/VU0clbxmXnuHsOgMO:DJkm
v

main.4ca7238ebfcda5af.js:
49152:R30H72Fb5yiVxVQeO+NLmLaqfeHnLFLiikMbqYvog/VU0clbxmXnuHsOgMO:Dxkmv

main.6a56b0f3532d312c.js:
49152:R30H72Fb5yiVxVQeO+NLmLaqfeHnLFLoikMbqYvog/VU0clbxmXnuHsOgMO:Dfkm
v
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main.f46cece1e8fd12fc.js:
12288:fnbagGYwl1oqhUZVpjObPQg0n/xrXu4D3jUUAcSyirtyc:A/hUZVtObPQg0n/xrXu4D3
4UpSyJc

main.a4925783989f63ec.js:
12288:fnbagGYwl1e0hUZVpjObPQg0n/xrXu4D3jUUAcSyirtyc:AThUZVtObPQg0n/xrXu4D3
4UpSyJc

main.299676fba938bda5.js:
12288:k9TageY5lve05UYp1CO2nUg0Q7x0XSl3L1UgOYO6Q3Q2U:Wl5UYp8O2nUg0Q7x0
XSl3LCgLO6aU

main.404449b7505cdac3.js:
12288:k9TageY5lvei5UYp1CO2nUg0Q7x0XSl3L1UgOYO6Q3Q2U:WH5UYp8O2nUg0Q7x0
XSl3LCgLO6aU

main.09f643d689b7b32c.js:
12288:k9TageY5lweA5UYp1CO2nUg0Q7x0XSl3L1UgOYO6Q3Q2U:vr5UYp8O2nUg0Q7x0
XSl3LCgLO6aU

main.bf28395f9dfb7f9d.js
12288:k9TageY5lweA5UYp1CO2nUg0Q7x0XSl3L1UgOYO6Q3Q2U:vr5UYp8O2nUg0Q7x0
XSl3LCgLO6aU

main.e73c5367b4608360.js:
12288:FnhkgyYclecJ5UF67++r4k0LfkuV9O0tClMbYutCk4UU:5s5UFc++r4k0LfkuV9O0tCq
0utCKU

Targets

"market_kz", "kolesa_kz", "kz_post", "CDEK", "Fargo", "Lalafo", "pochta_uz", "kyrgyzpost",
"indriver", "subito", "post_it", "DHL", "bgpost", "fan_courrier", "quoka", "deutschepost",
"Econt", "vinted", "ceskaposta", "bazos", "sbazar", "royalmail", "postoffice", "gumtree",
"wallapop", "postnord", "kufar", "belPost", "euroPost", "dba_dk", "IZI", "NOVAPOSHTA",
"kijiji", "blocket", "inPost", "Bazar", "Posta", "Modrykonik", "payMe", "click", "kaspi", "ildam",
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"DPD", "alemTat", "fastway", "fedex", "gls", "somon", "md999", "postaMd", "Ponyexpress",
"post_at", "LAENDLEANZEIGER_AT", "BAZAR_AT", "kleinanzeigen_AT",
"tablondeanuncios_ES", "MILANUNCIOS_ES", "CORREOS_ES", "Ctt_PT", "TORI_FI",
"Posti_FI", "nettimarkki", "yandex_delivery", "BTS", "posta_romana", "rothauertrans",
"logsta", "logistikpark", "kmc_spediti", "Uber", "mbway", "tutti", "post", "petitesanno",
"homegate", "anibis", "azerPost", "kapitalbank", "ausPost", "EMS", "EPG", "opensooq",
"dubizzle", "optima", "demir", "anPost_IE", "ipakyulibank", "gpost", "mymarket",
"qatarbuyandsell", "pickanddrop", "Shafa_UA", "haraj_SA", "Aramex", "SMSA", "Saudi_Post",
"UPS", "zasilkovna", "mega_expresss", "campost", "EBay", "ay_by", "vozim_by",
"kuldnebors_ee", "kuuluta24_ee", "okidoki_ee", "omniva_ee", "skelbiu_lt", "begalybe_lt",
"siuskpigiau_lt", "mm_lv", "ss", "omniva_lv", "evisos_pe", "posta_hr", "njuskalo_hr",
"postOM", "postBH", "jetlogistic", "autolight", "monoBank", "privatBank", "halykank",
"jordanpost", "bestbuy", "canadapostPostescanada", "dusanbeCity", "USPS", "avito",
"marocannonces", "poste_ma", "post_lu", "leboncoin", "parvenu", "postLB", "postKW",
"postPK", "spedire", "tbcbank", "wildberries", "click", "packeta", "XE", "elta", "elcart",
"listAM", "haypost", "blablacar", "postNL", "marktplaats", "allindiabazaar", "quikr",
"secondhandbazaar", "dlclassifieds", "maxdeal", "indiapost", "finn_no", "posten", "posta_si",
"medex", "bolha", "jmty", "mercari", "Dimex",
"\u0421\u0443\u0440\u0430\u043d\u0434\u0430\u043a", "IdramBank", "arkaBank",
"western", "tapAZ", "bosta", "Egyptpost", "rebuydeal", "postacg", "dwarkacourier",
"euroexpress", "postBA", "ninespeed", "HK28hse", "topannonces", "foxpost", "jofogas",
"mBank", "travelexpress", "acscourier", "gapakisexpress", "bazaraki", "willhaben", "speedy",
"booking", "bokai", "ab", "rsk", "Carousell", "postkw", "kompanion", "baitushum",
"bankmuscat", "Adcb", "olvacourier", "shalom", "qatarpost", "paylivery", "NBK",
"novaPoshtaMD", "makler", "bnmMD", "maibBank", "singpost", "bazarBG", "hk88db", "Dsv",
"Apost", "Nbt", "Tajikpost", "akatam", "naydizdes", "nesipetsin", "postashqiptare", "merrjep",
"ozon", "chotot", "nhattao", "benefit", "donedeal", "sf_express", "yurticikargo", "homeless",
"ppl", "locanto", "sahibinden", "ptt", "packsend", "twodehands", "facebook", "letgo",
"emiratesnbd", "do_doma", "cbd", "dib", "eubank", "helthjem", "yad2", "israelpost", "tise",
"posta_rs", "aks", "bex", "post_express", "ricardo", "vendora", "gullogratis", "secondamano",
"unegui", "mongolpost", "khanbank", "laposteFR", "colissimo", "mondialRelay", "vinted",
"huuto", "segundamano", "correosdemexico", "tiptapp", "tisak", "bakeca", "vipps",
"trendsales", "trendyol", "mzadqatar", "jetpets", "leboncoin", "obyavleniyaKaspi",
"dalileeom", "poshmark", "tumomo", "bland", "thaisecondhand", "yapo", "twoEmemain",
"mudah", "olx", "bpost", "ipata", "sogarab", "libyapost", "agoda", "major_express", "shipex",
"mailex", "easytrans", "onex", "transimpex", "globbing", "profex"
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Domains

Special internal domain: testSDNservssfg[.]com

Scammed domains:

Example: ebay[.]eutrusteds[.]com will be displayed as *[.]eutrusteds[.]com (the first part
is the target name)

*[.]11852[.]eu *[.]link-payr[.]online *[.]payrh[.]online

*[.]17283812[.]com *[.]link-pays[.]online *[.]payrr[.]online

*[.]1838299[.]com *[.]load-12414[.]online *[.]payrt[.]online

*[.]3ds-order[.]online *[.]load-b[.]cfd *[.]pays-q[.]cfd

*[.]3ds[.]finance *[.]load-b[.]cyou *[.]pays-q[.]cyou

*[.]3dssafety[.]online *[.]load-b[.]online *[.]pays-u[.]cfd

*[.]a-deal[.]online *[.]load-c[.]cfd *[.]pays-u[.]cyou

*[.]a-load[.]cyou *[.]load-c[.]cyou *[.]pays[.]guru

*[.]a-pay[.]cfd *[.]load-f[.]online *[.]paysecure[.]link

*[.]a-pay[.]cyou *[.]load-i[.]cfd *[.]payso[.]online

*[.]a-payment[.]cfd *[.]load-i[.]cyou *[.]payt[.]shop

*[.]a-payment[.]cyou *[.]load-i[.]site *[.]paytb[.]online

*[.]a-payments[.]cfd *[.]load-m[.]cfd *[.]payti[.]online

*[.]a-payments[.]online *[.]load-o[.]cfd *[.]paytr[.]online

*[.]a-pays[.]cfd *[.]load-o[.]cyou *[.]paytz[.]online

*[.]a-resiw[.]cfd *[.]load-s[.]cfd *[.]payu-3ds[.]site

*[.]a-resiwe[.]cfd *[.]load-safe[.]cfd *[.]payu-3ds[.]store

*[.]accept15423[.]cfd *[.]load-t[.]cfd *[.]payub[.]online

*[.]accept31243[.]cfd *[.]load-t[.]cyou *[.]payur[.]online

*[.]b-deal[.]cyou *[.]load-t[.]online *[.]payvk[.]online

*[.]b-pay[.]cfd *[.]load-w[.]cfd *[.]paywu[.]online

*[.]b-resiwe[.]cfd *[.]load-w[.]cyou *[.]payy-3ds[.]store

*[.]briansclub[.]cm *[.]load-w[.]online *[.]payyt[.]online

*[.]c-deal[.]cyou *[.]load-y[.]site *[.]payz-r[.]cfd
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*[.]c-deliver[.]cyou *[.]load13241[.]info *[.]payzg[.]online

*[.]c-deliver[.]online *[.]load21421[.]online *[.]payzo[.]online

*[.]c-pay[.]cfd *[.]load41245[.]cyou *[.]processing[.]tel

*[.]c-pay[.]cyou *[.]load48341[.]online *[.]przelew-srodki[.]store

*[.]c-payments[.]cyou *[.]loadc-out[.]cfd *[.]q-deal[.]cyou

*[.]c-taker[.]online *[.]loade-t[.]site *[.]q-payment[.]cfd

*[.]conferm[.]online *[.]loade[.]top *[.]q-pays[.]online

*[.]confirmc[.]online *[.]loadf-out[.]cfd *[.]r-delivery[.]cfd

*[.]d-deal[.]cyou *[.]loadn[.]cfd *[.]r-delivery[.]cyou

*[.]d-order[.]online *[.]loado[.]online *[.]r-order[.]online

*[.]d-payment[.]cfd *[.]loadoyt[.]cfd *[.]r-sendy[.]cfd

*[.]d-payment[.]cyou *[.]loadr-out[.]online *[.]receive-p[.]com

*[.]d-takel[.]top *[.]loadr-safe[.]cfd
*[.]receive-payment[.]onlin
e

*[.]deaal-3ds[.]online *[.]loads-e[.]cfd *[.]recewe-p[.]online

*[.]deal-b[.]cyou *[.]loads-g[.]cfd *[.]resel-w[.]cfd

*[.]deal-express[.]cyou *[.]loads-r[.]cfd *[.]reservation10411[.]cfd

*[.]deal-express[.]icu *[.]loads-r[.]cyou *[.]reserve-s[.]online

*[.]deal-guard[.]online *[.]loads19421[.]online *[.]reserwe-g[.]online

*[.]deal-order[.]online *[.]loadt[.]cfd *[.]reserwe-g[.]site

*[.]deal-ordery[.]online *[.]loady-a[.]online *[.]resev-b[.]cfd

*[.]deal-safe[.]cyou *[.]loady-m[.]cfd *[.]reseve-p[.]cfd

*[.]deal-safety[.]store *[.]loady-out[.]online *[.]resew-d[.]top

*[.]deal-secure[.]online *[.]loady-u[.]world *[.]resew-o[.]cfd

*[.]dealf[.]online *[.]lode-out[.]online *[.]resew-r[.]top

*[.]deali-3ds[.]online *[.]m-payments[.]online *[.]resew-t[.]top

*[.]dealj[.]online *[.]n-payment[.]online *[.]resew-v[.]online

*[.]deall-3ds[.]online *[.]n-payments[.]online *[.]resewe-o[.]cfd

*[.]deall[.]cyou *[.]n-resewe[.]cfd *[.]resewe-o[.]online

*[.]deally-safety[.]online *[.]o-deal[.]cyou *[.]resewe[.]info

*[.]dealy-3ds[.]online *[.]o-deal[.]online *[.]resewe[.]top

*[.]dealy-fast[.]cyou *[.]o-dealy[.]cfd *[.]resewer-y[.]cfd
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*[.]dealy-s[.]cyou *[.]o-dealy[.]cyou *[.]resewet[.]top

*[.]dealy-safety[.]online *[.]o-dealy[.]online *[.]resewo[.]top

*[.]dealy[.]cyou *[.]o-paument[.]cfd *[.]resewy[.]top

*[.]dealz-3ds[.]online *[.]o-pay[.]online *[.]resive-j[.]online

*[.]deliiver[.]cfd *[.]o-payment[.]cfd *[.]resiveg[.]online

*[.]deliver-a[.]top *[.]o-payments[.]online *[.]resiver[.]online

*[.]deliver-p[.]cyou *[.]o-recipient[.]cyou *[.]resiw-y[.]cfd

*[.]deliver-q[.]cfd *[.]o-resewe[.]cfd *[.]resiwe-f[.]online

*[.]deliver-q[.]cyou *[.]o-sendo[.]cfd *[.]resiwe-p[.]site

*[.]deliver-send[.]ink *[.]odery-deal[.]online *[.]resiwe-q[.]top

*[.]deliver-t[.]cyou *[.]order-b[.]cfd *[.]risewe-t[.]online

*[.]deliver-y[.]cfd *[.]order-b[.]cyou *[.]s-deal[.]cfd

*[.]deliver-y[.]cyou *[.]order-b[.]online *[.]s-delivery[.]cyou

*[.]deliveri[.]cfd *[.]order-dealc[.]online *[.]s-delivery[.]online

*[.]delivery-a[.]cyou *[.]order-h[.]cyou *[.]s-ordert[.]online

*[.]delivery-e[.]cfd *[.]order-i[.]cfd *[.]s-pay[.]cfd

*[.]delivery-expressu[.]on
line *[.]order-i[.]online *[.]s-pay[.]cyou

*[.]delivery-guard[.]online *[.]order-safer[.]cfd *[.]s-shipment[.]online

*[.]delivery-guardl[.]onlin
e *[.]order-safety[.]icu *[.]sabitopays3ds[.]fun

*[.]delivery-h[.]cfd *[.]order11177[.]online *[.]safe-3ds[.]online

*[.]delivery-h[.]cyou *[.]order12431[.]online *[.]safe-deliver[.]online

*[.]delivery-l[.]cfd *[.]order12474[.]cyou *[.]safe-delivery[.]cfd

*[.]delivery-l[.]cyou *[.]order1587[.]cfd *[.]safe-delivery[.]cyou

*[.]delivery-q[.]cyou *[.]order23440[.]online *[.]safe-loady[.]cfd

*[.]delivery-w[.]cyou *[.]order3001[.]site *[.]safe-orderh[.]online

*[.]delivery-y[.]cfd *[.]order44512[.]cfd *[.]safe-orders[.]cyou

*[.]delivery-y[.]cyou *[.]order45124[.]cyou *[.]safe-ordery[.]online

*[.]delivery-y[.]online *[.]order47852[.]online *[.]safe-pay[.]online

*[.]delivery-z[.]online *[.]order56321[.]online *[.]safe-payt[.]online

*[.]deliverya[.]online *[.]order65454[.]online *[.]safe-payyment[.]online
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*[.]deliverya[.]site *[.]order68712[.]cfd *[.]safe-sends[.]online

*[.]deliveryb[.]site *[.]order69833[.]cyou *[.]safet-sendt[.]online

*[.]deliverye[.]online *[.]order77945[.]cyou *[.]safety-deal[.]cam

*[.]deliveryf[.]online *[.]order88745[.]cfd *[.]safety-deal[.]click

*[.]deliveryfa[.]com *[.]order96511[.]online *[.]safety-dealj[.]online

*[.]deliveryfh[.]online *[.]order96545[.]cyou *[.]safety-dealu[.]online

*[.]deliveryfr[.]online *[.]orderb[.]online *[.]safety-dealy[.]online

*[.]deliverygf[.]online *[.]orderce[.]online *[.]safety-dealz[.]online

*[.]deliveryh[.]site *[.]ordere[.]online *[.]safety-deliver[.]cfd

*[.]deliveryi[.]cam *[.]orderf-3ds[.]online *[.]safety-delivery[.]online

*[.]deliveryi[.]site *[.]orderf-dealy[.]online *[.]safety-order[.]online

*[.]deliveryi[.]store *[.]orderfx[.]online *[.]safety-pay[.]online

*[.]deliveryjb[.]online *[.]ordern[.]online *[.]safety-payl[.]online

*[.]deliveryk[.]site *[.]orderp[.]online *[.]safety-payt[.]online

*[.]deliveryl[.]in *[.]orderq[.]online *[.]safety-payz[.]online

*[.]deliverylj[.]online *[.]orders[.]cam *[.]safetyi-pay[.]online

*[.]deliverylk[.]online *[.]orders347[.]com *[.]safetyl-pay[.]online

*[.]deliverylv[.]online *[.]orders47896[.]org *[.]safetyy-order[.]online

*[.]deliveryly[.]online *[.]ordert[.]online *[.]safetyy-pay[.]online

*[.]deliverylz[.]online *[.]ordertrusted[.]com *[.]secure-s[.]online

*[.]deliveryns[.]online *[.]ordervs[.]online
*[.]secure3ds-2151124[.]sp
ace

*[.]deliverynt[.]online *[.]orderw[.]online *[.]secure3ds-71581[.]com

*[.]deliveryo[.]store *[.]orderyq[.]online *[.]securepayment[.]one

*[.]deliveryp[.]store *[.]out-sendi[.]cfd *[.]send-45212[.]cfd

*[.]deliveryph[.]online *[.]out-sendi[.]online *[.]send-a[.]life

*[.]deliverypj[.]online *[.]outz-load[.]online *[.]send-a[.]site

*[.]deliverypz[.]online *[.]p-deliver[.]cfd *[.]send-c[.]life

*[.]deliveryq[.]online *[.]p-pays[.]online *[.]send-c[.]online

*[.]deliveryq[.]site *[.]p-send[.]cfd *[.]send-deliver[.]cyou

*[.]deliveryr[.]site *[.]p-send[.]online *[.]send-e[.]site

*[.]deliveryri[.]online *[.]p-takes[.]cfd *[.]send-g[.]cfd
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*[.]deliverys[.]icu
*[.]pamentl-express[.]onlin
e *[.]send-g[.]online

*[.]deliveryst[.]online *[.]pay-c[.]cfd *[.]send-i[.]cyou

*[.]deliverysu[.]online *[.]pay-c[.]cyou *[.]send-k[.]cfd

*[.]deliverysw[.]online *[.]pay-e[.]cfd *[.]send-load[.]online

*[.]deliveryt[.]cam *[.]pay-e[.]cyou *[.]send-nl[.]online

*[.]deliveryu[.]online *[.]pay-h[.]cfd *[.]send-o[.]cfd

*[.]deliveryu[.]site *[.]pay-h[.]online *[.]send-o[.]cyou

*[.]deliveryup[.]online *[.]pay-i[.]cfd *[.]send-outs[.]online

*[.]deliveryuq[.]online *[.]pay-i[.]cyou *[.]send-p[.]cfd

*[.]deliveryuz[.]online *[.]pay-j[.]cyou *[.]send-p[.]online

*[.]deliveryv[.]online *[.]pay-k[.]cfd *[.]send-payment[.]online

*[.]deliveryv[.]site *[.]pay-k[.]cyou *[.]send-u[.]cfd

*[.]deliveryw[.]online *[.]pay-l[.]online *[.]send-u[.]online

*[.]deliveryyc[.]online *[.]pay-o[.]online *[.]send-v[.]cyou

*[.]deliveryzj[.]online *[.]pay-order[.]online *[.]send-v[.]online

*[.]deliveryzo[.]online *[.]pay-p[.]cfd *[.]send-z[.]cfd

*[.]deliverz-t[.]cfd *[.]pay-p[.]online *[.]send-z[.]cyou

*[.]deliverz-t[.]cyou *[.]pay-r[.]cfd *[.]send-z[.]top

*[.]delvieryg[.]cyou *[.]pay-r[.]cyou *[.]send21431[.]online

*[.]delvieryg[.]online *[.]pay-safety[.]online *[.]send25112[.]online

*[.]detailtrust[.]com *[.]pay-safetyl[.]online *[.]send25434[.]online

*[.]dispatch-to[.]online *[.]pay-safetyy[.]online *[.]send87934[.]online

*[.]e-deal[.]cyou *[.]pay-u[.]cfd *[.]senda-y[.]cfd

*[.]e-load[.]cyou *[.]pay-u[.]cyou *[.]senda[.]cfd

*[.]e-resele[.]cfd *[.]pay-u[.]online *[.]sendej[.]xyz

*[.]e-send[.]online *[.]pay-v[.]cfd *[.]sendi-s[.]online

*[.]eutruste[.]com *[.]pay-v[.]cyou *[.]sendj-safe[.]cfd

*[.]eutrusteds[.]com *[.]paybg[.]online *[.]sendout[.]cfd

*[.]express-deal[.]site *[.]payc[.]cfd *[.]sendouts[.]cfd

*[.]express-deali[.]cyou *[.]paycl[.]online *[.]sendr-safe[.]cfd

*[.]express-deall[.]cyou *[.]payd[.]cfd *[.]sends-deliver[.]ink
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*[.]express-deals[.]cyou *[.]payf[.]online *[.]sends-e[.]cyou

*[.]express-dealy[.]cyou *[.]paygv[.]online *[.]sends-i[.]cfd

*[.]express-deliveryl[.]onli
ne *[.]paygy[.]online *[.]sends-m[.]cfd

*[.]express-deliveryv[.]on
line *[.]payho[.]online *[.]sends-m[.]cyou

*[.]express-payment[.]onl
ine *[.]payi[.]site *[.]sends-q[.]online

*[.]express-paymentl[.]on
line *[.]payiy[.]online *[.]sends-z[.]cfd

*[.]express-paymenty[.]o
nline *[.]payji[.]online *[.]sendsz[.]online

*[.]express-safety[.]onlin
e *[.]payjt[.]online *[.]sendt-v[.]cfd

*[.]expressy-deals[.]onlin
e *[.]payk[.]site *[.]sendw[.]online

*[.]f-deal[.]cfd *[.]payke[.]online *[.]ship-load[.]ink

*[.]f-dealy[.]cyou *[.]paymenlt[.]online *[.]shipmentl[.]online

*[.]f-payments[.]cfd
*[.]payment-delivery[.]onli
ne *[.]shipmentz[.]online

*[.]f-payments[.]cyou *[.]payment-delivery[.]su *[.]simplestrys[.]com

*[.]f-resew[.]top *[.]payment-j[.]cfd *[.]site-order[.]info

*[.]f-take[.]online *[.]payment-j[.]cyou
*[.]subito-it-tradesafe[.]sit
e

*[.]fast-delivery[.]cc *[.]payment-l[.]cfd *[.]t-dealy[.]cyou

*[.]fast-ordery[.]online *[.]payment-l[.]cyou *[.]t-recipient[.]online

*[.]fast-payments[.]online *[.]payment-p[.]cfd *[.]take-c[.]life

*[.]faster-delivery[.]online *[.]payment-p[.]cyou *[.]take-c[.]site

*[.]faster-deliveryt[.]onlin
e

*[.]payment-receive[.]onlin
e *[.]take-r[.]site

*[.]fasters-deal[.]cyou *[.]payment-safety[.]cfd *[.]take-y[.]cfd

*[.]fasters-delivery[.]onlin
e *[.]payment-safety[.]cyou *[.]take12421[.]cfd

*[.]g-deal[.]cyou *[.]payment-sl[.]cyou *[.]taker-b[.]top

*[.]g-dealy[.]cfd *[.]payment-sl[.]online *[.]taker-n[.]world
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*[.]g-resewe[.]cfd *[.]payment-u[.]cfd *[.]to-diispatch[.]online

*[.]guad-deals[.]cyou *[.]payment-u[.]cyou *[.]to-dispatch[.]ink

*[.]guard-deal[.]cyou *[.]payment-x[.]cfd *[.]to-dispatch[.]online

*[.]guard-deal[.]icu *[.]payment-x[.]cyou *[.]to-pay[.]ink

*[.]guard-deal[.]online *[.]payment-y[.]cfd *[.]to-pay[.]online

*[.]guard-deall[.]cyou *[.]paymentc[.]cfd *[.]track-42722[.]com

*[.]guard-pay[.]online *[.]paymentc[.]cyou *[.]track-66622[.]cyou

*[.]guard-paym[.]online *[.]paymentc[.]online *[.]track12234[.]cyou

*[.]guard-paymentl[.]onlin
e *[.]paymente[.]cyou *[.]track12324[.]online

*[.]guards-payment[.]onli
ne *[.]paymenth[.]cfd *[.]track14365[.]cyou

*[.]guardy-deal[.]cyou *[.]paymenth[.]cyou *[.]track14387[.]cfd

*[.]guardy-delivery[.]onlin
e *[.]paymenti[.]online *[.]track14526[.]online

*[.]guart-delivery[.]online *[.]paymento[.]cfd *[.]track14685[.]cfd

*[.]h-deal[.]cyou *[.]paymentpl[.]gives *[.]track15687[.]online

*[.]h-loade[.]online *[.]payments-e[.]cfd *[.]track156987[.]cfd

*[.]h-taker[.]top *[.]payments-e[.]cyou *[.]track23541[.]online

*[.]i-deal[.]cyou
*[.]payments-express[.]onl
ine *[.]track25431[.]info

*[.]i-pay[.]cyou
*[.]payments-expressy[.]o
nline *[.]track26517[.]cyou

*[.]i-payment[.]online *[.]payments-h[.]cfd *[.]track36711[.]cyou

*[.]i-payments[.]cfd *[.]payments-h[.]cyou *[.]track42134[.]online

*[.]i-payments[.]online *[.]payments-p[.]cfd *[.]track45895[.]cfd

*[.]i-send[.]cfd *[.]payments-p[.]cyou *[.]track96347[.]online

*[.]i-send[.]online
*[.]payments-receve-it[.]c
om *[.]tradeitcold[.]online

*[.]info13725[.]online *[.]payments-t[.]cfd *[.]trust-order[.]com

*[.]info13849[.]online *[.]payments-t[.]cyou *[.]trysenders[.]com

*[.]info15697[.]online *[.]paymentt-u[.]cfd *[.]U-PAY[.]CFD

*[.]info16517[.]cfd *[.]paymentt-u[.]cyou *[.]u-payments[.]cfd
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*[.]info16547[.]online *[.]paymentu-l[.]cfd *[.]u-resew[.]cfd

*[.]info21421[.]online *[.]paymentu-l[.]cyou *[.]v-loade[.]cfd

*[.]info26912[.]cfd *[.]paymentv[.]cfd *[.]v-pay[.]cyou

*[.]info35625[.]online *[.]paymentv[.]cyou *[.]v-taker[.]online

*[.]info36545[.]cfd *[.]paymentv[.]online *[.]verif-v[.]online

*[.]info36547[.]online *[.]paymenty-e[.]cfd *[.]verification-m[.]online

*[.]info45678[.]online *[.]paymenty-e[.]cyou
*[.]verify-card-booking[.]c
om

*[.]info46412[.]cfd *[.]paymenty-m[.]cfd *[.]w-deal[.]cyou

*[.]info52569[.]cyou *[.]paymentyl-safe[.]online *[.]w-delivery[.]cfd

*[.]info74125[.]cfd *[.]paymentz-n[.]cfd *[.]w-take[.]cfd

*[.]j-deliver[.]cfd *[.]paymentz-n[.]cyou *[.]y-loads[.]cyou

*[.]j-order[.]online *[.]paymentz-safe[.]online *[.]y-loads[.]online

*[.]j-orders[.]online *[.]paymery[.]cfd *[.]y-resewe[.]cfd

*[.]j-send[.]cyou *[.]paymetv[.]cyou *[.]y-resiwe[.]cfd

*[.]j-taker[.]cfd *[.]paymk[.]online *[.]y-send[.]cfd

*[.]k-loade[.]online *[.]payn[.]cfd *[.]y-sends[.]cfd

*[.]kazpozt[.]fun *[.]paynb[.]online *[.]z-deal[.]cyou

*[.]kazpozt[.]site *[.]payng[.]online *[.]z-dealy[.]cyou

*[.]kzpost[.]website *[.]payorderc[.]online *[.]z-deliver[.]online

*[.]l-load[.]cfd *[.]payoy[.]online *[.]z-sends[.]cfd

*[.]l-load[.]cyou *[.]payp-3ds[.]online *[.]resew-dealy[.]top

*[.]l-load[.]online *[.]payp[.]store

*[.]l-payments[.]online *[.]payq[.]online

*[.]l-resewe[.]cfd *[.]payr-3ds[.]site

*[.]l-takel[.]cfd *[.]payre[.]online

*[.]laod12412[.]online *[.]payrg[.]online
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