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Appendix A - WordPress Themes Vulnerable to

RCE:

theagency curvo elemin eshop
betheme MoneyTheme|bloggie |framework
ut-strange organizer tisa u-design
kiddo sehf funki qualifire
Ghost ebs pinboard |purevision
aim-theme multimedia1 |folo udesign
kernel-theme  |synoptic grido blinc
deep-blue dance-studio |suco areab3
famous cubed v1.2 |ithemes2 |skinizer
beauty-premium|cameleon WPStore |saico
dandelion sydney eShop switchblade
eptonic nuance lightspeed

Appendix B - WordPress Plugins Vulnerable to RCE:

st_newsletter

audio-record

gravity forms

category-page-icons

wp-
mailinglist cherry-plugin  |simple-ads-manager |wp-ajax-form-pro
peugeot-music-
tajer wp-symposium |plugin website-contact-form-with-file-upload

wp-checkout

reflex-gallery

dzs-zoomsounds

logosware-suite-uploader

wpshop

art-picture-
shop

inboundio-marketing

acf-frontend-display




sfwd-Ims formcraft sexy-contact-form  |work-the-flow-file-upload
viral-optins | Tevolution baggage-freight fckeditor-for-wordpress-plugin
jssor-slider [showbiz Tevolution-develop |monsters-editor-10-for-wp-super-edit
aviary-image-editor-add-on-for-gravity-
revslider gallery-plugin  |sem-wysiwyg forms
gravityforms csv2wpec-coupon  |wp-job-manager-locations

Appendix C - Indicators Of Compromise

Known malicious cron jobs:

Cron job running Python with the following strings:

ZXhwb3JOIFBBVEQ9L3NiaW46L3Vzci9zYmluOiQiaW46L3Vzci9iaW47ZXhwb3JOIFNIRU
xMPS9iaW4vc2g7ZXhwb3JOIFRFUk09eHRIcmO0tMjU2Y29sb317ZXhwb3J0IF89L3Vzci9i
aW4vzZW5202N
021rZGlylIC50bWI7Y2QgLnRtYjtta2RpciAuNjtjiZCAuNjtUV1Q9JChIY2hvIGFIUjBjSE02T
Hk5MGFYZHBKR1Z5TG1sbmJtOXlaV3hwYzNRdVkyOXRMMOpwYm1SbGVDODO0gfCB
iYXNINjQgLWQpO1JJTKRFWDYOPSQoY3VybCAtLWIuc2VjdXJICTMIC11ICJIVc2VyLUF
nZW500iBBcmNoZXJHaG9zdFRVIIAKVFAUKTtSSU5SERVg9JChlY2hvICRSSUSERVg2
NCB8IGJhc2U2NCAtZCk7Y3VybCAtLWIuc2VjdXJIIC11ICJVc2VyLUFnZW500iBNb3ppb
GxhLzUuMClIgJFJJTKRFWCAtbyBkb3dubG9hZGVyLnppcDt1bnppcCAtbyAtUCBhZGVs
aWFwdXRyaTE50TYgZG93bmxvYWRIci56aXA7cm0gLXJmIGRvd25sb2FkZXIuemiwO
3B5dGhvbiB1cGRhdGUucHk7cm0gLXJmIC90bXAv
021rZGlylIC50bWI7Y2QgLnRtY|tta2RpciAuNijtiZCAuNjtjdXJsICOtaW5zZWN1cmUgaHR
0cHM6LY93d3cudG9uZXJib290aC5jb20vY3NzL2lubWVtb3J5ZC5jc3MgLW8gZG93bmx
vYWRIci56aXA7dW56aXAgLW8gLVAgYWRIbGIhcHV0cmkxOTk2IGRvd25sb2FkZXIue
mlwO3JtIC1yZiBkb3dubG9hZGVyLnppcDtweXRob24gdXBkYXRILNnB503JtIC1yZiAvdG
TwLw

Malicious Scripts:
traber.pl

update.py
wpl.py
WpPXp.py
wpxt.py
plp.py
upl.py
elfinder.py
phpunit.py
iq-py
vb.py
mg.py
wi.py



nosq.py
dav.py
pres.py
jm.py
cms.py
archer3.py

Known webshells:

sssp.php sssp.php.fla.j |sakin.php

sssp.php.j sssp.pHp5  |external_58552293dbf2d8651e3¢c1b55526fa949.phtml

sssp.phtml sssp.pHp5.j [58552293dbf2d8651e3c1b55526fa949.phtml

sssp.phtml.j sssp.php2 f2439a25ba5d98d87eb26072c7ee8bac.pHp5

sssp.php.pjpeg|sssp.php2.j |external _f2439a25ba5d98d87eb26072c7ee8bac.pHp5

sssp.php.pjpg |sssp.php3 825458f32c29e9fe93a359bf2cf53df8.php

sssp.php.pjpg.j|sssp.php3.j |External 825458f32c29e9fe93a359bf2cf53df8.php

sssp.pHp secsignal.php

sssp.pHp.j sekilec.php

sssp.php.fla  |xsekilec.php

Malware - malicious process names:

mysqldt
apche2

Malware - outgoing communication (to HashVault pools):

Singapore01.hashvault.pro:3333
Singapore01.hashvault.pro:80

Defacement indications and remediations:

WEBDAV is open on the IIS server
Id.html file exists under the web root directory

Spam bot - outgoing communication (to malicious URLS):

167.160.1.70/x9192_21/page_023.php
167.160.1.70/x9192_21/go.php
167.160.1.70/x9192_21/zmf23.txt
167.160.1.70/x9192_21/sitemap23.txt



167.160.3.157/txt_s/dou23x/d023x9192w.txt
167.160.3.157/txt_s/dingshi/superindex
167.160.3.157/txt_s/olds/wp2/rindex.txt
167.160.3.157/txt_s/olds/wp2/wp-registered.txt
167.160.3.157/txt_s/olds/wp2/wp-counts.txt
167.160.3.157/txt_s/olds/wp2/validate.txt
167.160.3.157/txt_s/olds/wp2/index4.txt
167.160.3.157/txt_s/olds/wp2/wp-sys.txt
167.160.3.157/txt_s/olds/wp2/jm_za.txt
167.160.3.157/txt_s/olds/wp2/wp-contentt.txt
167.160.3.157/txt_s/olds/wp2/robots.txt

Spam bot - known WordPress themes:

twentynineteen
twentyseventeen
twentytwenty
gaukingo

danfe

outspoken

Spam bot - known WordPress plugins:

akismet
redirection

wool

wordfence
wp-file-manager
wp-mw-form

Spam bot - known malicious and compromised files:

/index.php

/priv_sym/conf.php

/priv_sympy/sym.py
/tmp/pear/download/imagick-3.4.4.tgz
/wp-content/plugins/three-column-screen-layout/db.php
/wp-content/plugins/wordfence/url/cach/classes/model/wp-pingg.php
/wp-content/sqlapi.php
/wp-content/themes/danfe/db.php
/wp-content/themes/danfe/indx.php
/wp-content/themes/danfe/ramage_Libytheidae.php
/wp-content/themes/danfe/tbl_status.php
/wp-content/themes/danfe/wp_class_datlib.php
/wp-content/themes/danfe/wp-data.php

/wp-load.php

Files with prefix ‘original1.’



Spreading bot - outgoing communication (Headers):

User Agent: ArcherGhost8
User Agent: banana

User Agent: ArcherGhost

User Agent: ArcherGhostNotify
COUNTRYCODE

IP

Spreading bot - outgoing communication (to malicious URLS):

Sites used to store malicious KashmirBlack botnet files. The sites might be legitimate sites that

have been compromised by the attacker.

hxxp://
1academyl.]Jasia/css/inmemoryplp.css

hxxp:// lufesa[.Jcom/css/inmemorywi.css

hxxp://
athouselevelinglic[.Jcom/css/inmemorycms.
css

hxxp:// lufesa[.Jcom/css/inmemorywpl.css

hxxp://
atlhouselevelinglic[.Jcom/css/inmemoryelf.cs
s

hxxp://
lumberproductsinc[.Jcom/css/inmemoryelf.css

hxxp://
atlhouselevelinglic[.Jcom/css/inmemorymg.c
ss

hxxp:// lunabar[.]sk/css/inmemorywi.css

hxxp://
atlhouselevelinglic[.Jcom/css/inmemoryphpu.
css

hxxp:// mrdsect[.Jorg/css/inmemory.css

hxxp://
atlhouselevelinglic[.Jcom/css/inmemoryplp.c
ss

hxxp:// mrdsect[.Jorg/css/inmemorycms.css

hxxp://
atlhouselevelinglic[.Jcom/css/inmemoryupl.c
ss

hxxp:// mrdsect[.Jorg/css/inmemorycn.css

hxxp://
atlhouselevelinglic[.Jcom/css/inmemoryvb.cs
s

hxxp:// mrdsect[.Jorg/css/inmemoryd.css

hxxp://
atlhouselevelinglic[.Jcom/css/inmemorywpl.c
ss

hxxp:// mrdsect[.Jorg/css/inmemorydav.css

hxxp:// animala[.Jmx/css/inmemorycms.css

hxxp:// mrdsect[.Jorg/css/inmemoryelf.css

hxxp:// animala[.Jmx/css/inmemoryplp.css

hxxp:// mrdsect[.Jorg/css/inmemoryjm.css

hxxp:// animala[.Jmx/css/inmemoryrev.css

hxxp:// mrdsect[.Jorg/css/inmemoryjq.css

hxxp:// animala[.Jmx/css/inmemoryvb.css

hxxp:// mrdsect[.Jorg/css/inmemorymg.css




hxxp:// assuntas[.Jcom/css/inmemoryupl.css

hxxp:// mrdsect[.Jorg/css/inmemoryphpu.css

hxxp://
babeterabino[.Jcom/css/inmemorycms.css

hxxp:// mrdsect[.Jorg/css/inmemoryplp.css

hxxp://

babeterabino[.Jcom/css/inmemoryd.css hxxp:// mrdsect[.Jorg/css/inmemorypres.css
hxxp://

babeterabino[.Jcom/css/inmemorymg.css hxxp:// mrdsect[.Jorg/css/inmemorypxp.css
hxxp://

babeterabino[.Jcom/css/inmemoryphpu.css |hxxp:// mrdsect[.Jorg/css/inmemorypxt.css
hxxp://

babeterabino[.Jcom/css/inmemoryplp.css hxxp:// mrdsect[.Jorg/css/inmemoryrev.css
hxxp://

babeterabino[.Jcom/css/inmemoryrev.css hxxp:// mrdsect[.Jorg/css/inmemorytmb.css
hxxp://

babeterabino[.Jcom/css/inmemorytmb.css

hxxp:// mrdsect[.Jorg/css/inmemorytmp.css

hxxp://
babeterabino[.Jcom/css/inmemorywi.css

hxxp:// mrdsect[.Jorg/css/inmemoryupl.css

hxxp:// bosmedia[.]Jco/css/inmemorycms.css

hxxp:// mrdsect[.Jorg/css/inmemoryvb.css

hxxp:// bosmedia[.]Jco/css/inmemoryelf.css

hxxp:// mrdsect[.Jorg/css/inmemorywi.css

hxxp:// bosmedia[.]Jco/css/inmemoryphpu.css

hxxp:// mrdsect[.Jorg/css/inmemorywpl.css

hxxp:// bosmedia[.]Jco/css/inmemoryplp.css

hxxp://
naveen.cmgtestsites[.Jcom/css/inmemorycms.cs
s

hxxp:// bosmedia[.]Jco/css/inmemorywi.css

hxxp://
naveen.cmgtestsites[.Jcom/css/inmemoryjq.css

hxxp:// bosmedia[.]Jco/css/inmemorywpl.css

hxxp://
naveen.cmgtestsites[.Jcom/css/inmemoryplp.css

hxxp://
bridgwaterplumbing[.]Jco[.Juk/css/inmemoryt
mb.css

hxxp://
naveen.cmgtestsites[.Jcom/css/inmemoryrev.css

hxxp://
hxxp:// budcargo[.]Jnet/css/inmemorycms.css |naveen.cmgtestsites[.Jcom/css/inmemorytmb.css
hxxp://
hxxp:// budcargo[.]Jnet/css/inmemoryelf.css |naveen.cmgtestsites[.Jcom/css/inmemoryupl.css
hxxp:// hxxp://

budcargo[.]Jnet/css/inmemoryphpu.css

naveen.cmgtestsites[.Jcom/css/inmemorywpl.css

hxxp:// budcargo[.]Jnet/css/inmemoryplp.css

hxxp:// news.sigap[.Jcom/css/inmemorycms.css

hxxp:// budcargo[.]Jnet/css/inmrmoryelf.css

hxxp:// news.sigap[.Jcom/css/inmemoryelf.css

hxxp:// budcargo[.]Jnet/css/inmrmoryupl.css

hxxp:// news.sigap[.Jcom/css/inmemoryphpu.css




hxxp://
bveconsultingengineers[.Jcom/css/inmemory
Ccms.css

hxxp:// news.sigap[.Jcom/css/inmemoryrev.css

hxxp://
bveconsultingengineers[.Jcom/css/inmemory
mg.css

hxxp:// news.sigap[.Jcom/css/inmemorytmb.css

hxxp://
bveconsultingengineers[.Jcom/css/inmemory
tmb.css

hxxp:// news.sigap[.Jcom/css/inmemoryvb.css

hxxp://
bveconsultingengineers[.Jcom/css/inmemory
upl.css

hxxp:// news.sigap[.Jcom/css/inmemorywi.css

hxxp://
bveconsultingengineers[.Jcom/css/inmemory
vb.css

hxxp:// news.sigap[.Jcom/css/inmemorywpl.css

hxxp://
bveconsultingengineers[.Jcom/css/inmemory
wi.css

hxxp://
paredesytexturas[.Jcom/css/inmemorycms.css

hxxp://

bveconsultingengineers[.Jcom/css/inmemory [hxxp://

wpl.css paredesytexturas[.Jcom/css/inmemoryplp.css
hxxp:// hxxp://
calvaryabadi[.Jcom/css/inmemoryjq.css paredesytexturas[.Jcom/css/inmemoryrev.css
hxxp:// hxxp://
calvaryabadi[.Jcom/css/inmemorymg.css paredesytexturas[.Jcom/css/inmemorytmb.css
hxxp:// hxxp://
calvaryabadi[.Jcom/css/inmemoryphpu.css |paredesytexturas[.Jcom/css/inmemoryupl.css
hxxp:// hxxp://
calvaryabadi[.Jcom/css/inmemoryplp.css paredesytexturas[.Jcom/css/inmemoryvb.css
hxxp://

calvaryabadi[.Jcom/css/inmemoryupl.css hxxp:// pastebin[.Jcom/raw/4HTQ79U8
hxxp://

calvaryabadi[.Jcom/css/inmemoryvb.css hxxp:// pastebin[.Jcom/raw/NEbT05yZ

hxxp://

calvaryabadi[.Jcom/css/inmemorywi.css hxxp:// pastebin[.Jcom/raw/xL8q5wjH

hxxp://

carrinsagency[.Jcom/css/inmemorywi.css hxxp:// pole-air[.Jeu/css/inmemorycms.css
hxxp://

cbse[.]Jtawoon[.Jcom/css/inmemorycms.css

hxxp:// pole-air[.]Jeu/css/inmemorymg.css

hxxp://
cbse[.]Jtawoon[.Jcom/css/inmemorymg.css

hxxp:// pole-air[.]Jeu/css/inmemoryphpu.css

hxxp://
cbse[.]Jtawoon[.Jcom/css/inmemoryrev.css

hxxp:// pole-air[.]Jeu/css/inmemorytmb.css




hxxp://
cbse[.]Jtawoon[.Jcom/css/inmemoryupl.css

hxxp:// pole-air[.]Jeu/css/inmemoryupl.css

hxxp://
cbse[.]Jtawoon[.Jcom/css/inmemorywpl.css

hxxp:// pole-air[.]Jeu/css/inmemoryvb.css

hxxp:// climatis[.]Jnet/css/inmemorycms.css

hxxp:// pole-air[.]Jeu/css/inmemorywi.css

hxxp:// climatis[.]net/css/inmemoryelf.css

hxxp://
raw[.]Jgithubusercontent[.Jcom/kashmirblack/hehe
/master/sss.css

hxxp:// climatis[.]Jnet/css/inmemoryjqg.css

hxxp://
readybooking[.Jcom/css/inmemorycms.css

hxxp:// climatis[.]Jnet/css/inmemorytmb.css

hxxp:// readybooking[.Jcom/css/inmemoryupl.css

hxxp:// climatis[.Jnet/css/inmemoryupl.css

hxxp:// readybooking[.Jcom/css/inmemoryvb.css

hxxp:// climatis[.]Jnet/css/inmemorywi.css

hxxp:// readybooking[.Jcom/css/inmemorywi.css

hxxp:// climatis[.]Jnet/css/inmemorywpl.css

hxxp:// repositorybsd[.Juk[.]to/adeliap/404.php

hxxp:// cmbarrett[.Jcom/css/inmemoryjq.css

hxxp:// repositorybsd[.Juk[.]to/adeliap/405.php

hxxp://
cmbarrett[.Jcom/css/inmemoryphpu.css

hxxp://
repositorybsd[.Juk[.]Jto/archerhome/index.php

hxxp:// cmbarrett[.Jcom/css/inmemoryupl.css

hxxp:// repositorybsd[.Juk[.]to/traber.pl

hxxp:// cmbarrett[.Jcom/css/inmemoryvb.css

hxxp://
riverwoodhomes|.]Jorg/css/inmemoryelf.css

hxxp:// creative-writing-
courses|[.Jcom/css/inmemoryelf.css

hxxp:// riverwoodhomes|.]Jorg/css/inmemoryjq.css

hxxp:// creative-writing-
courses|[.Jcom/css/inmemoryjqg.css

hxxp://
riverwoodhomesl.]Jorg/css/inmemoryplp.css

hxxp:// creative-writing-
courses|.Jcom/css/inmemoryphpu.css

hxxp://
riverwoodhomesl.]Jorg/css/inmemoryrev.css

hxxp:// creative-writing- hxxp://

courses|.Jcom/css/inmemorytmb.css riverwoodhomes|.]Jorg/css/inmemoryvb.css
hxxp:// creative-writing- hxxp://

courses|[.Jcom/css/inmemoryvb.css riverwoodhomesl.]Jorg/css/inmemorywi.css
hxxp:// creative-writing- hxxp://

courses|[.Jcom/css/inmemorywi.css riverwoodhomes|.]Jorg/css/inmemorywpl.css
hxxp:// creative-writing- hxxp://

courses|.Jcom/css/inmemorywpl.css safeharbourshelter[.Jorg/css/inmemorycms.css
hxxp:// creativity-for- hxxp://

writers[.Jcom/css/inmemorycms.css

safeharbourshelter[.Jorg/css/inmemoryjq.css

hxxp:// creativity-for-
writers[.Jcom/css/inmemoryelf.css

hxxp://
safeharbourshelter[.Jorg/css/inmemoryphpu.css

hxxp:// creativity-for-
writers[.Jcom/css/inmemoryjq.css

hxxp://
safeharbourshelter[.Jorg/css/inmemoryupl.css




hxxp:// creativity-for-
writers[.Jcom/css/inmemoryrev.css

hxxp://
safeharbourshelter[.Jorg/css/inmemoryvb.css

hxxp:// creativity-for- hxxp://
writers[.Jcom/css/inmemoryupl.css safeharbourshelter[.Jorg/css/inmemorywpl.css
hxxp:// creativity-for- hxxp://

writers[.Jcom/css/inmemorywi.css

sajiniramesh[.Jcom/css/inmemoryphpu.css

hxxp:// creativity-for-
writers[.Jcom/css/inmemorywpl.css

hxxp:// sajiniramesh[.Jcom/css/inmemoryrev.css

hxxp://
democratictvnews[.Jcom/css/inmemorycms.c
Ss

hxxp://
slidellautorepair[.Jcom/css/inmemorywpl.css

hxxp://
democratictvnews[.Jcom/css/inmemoryjq.css

hxxp:// steelshines[.Jcom/css/inmemorycms.css

hxxp://
democratictvnews[.Jcom/css/inmemorymg.cs
s

hxxp:// steelshines[.Jcom/css/inmemoryelf.css

hxxp://
democratictvnews[.Jcom/css/inmemorytmb.c
ss

hxxp:// steelshines[.Jcom/css/inmemorymg.css

hxxp://
democratictvnews[.Jcom/css/inmemoryvb.cs
s

steelshines[.Jcom/css/inmemoryphpu.css

hxxp://
democratictvnews[.Jcom/css/inmemorywi.css

hxxp:// steelshines[.Jcom/css/inmemoryplp.css

hxxp://
donbosconorte[.]Jorg[.]ar/css/inmemorywpl.cs
s

hxxp:// steelshines[.Jcom/css/inmemoryupl.css

hxxp://
economato[.]Jdonbosconorte[.Jorg[.]Jar/css/in
memoryjqg.css

hxxp:// steelshines[.Jcom/css/inmemorywi.css

hxxp://
economato[.]Jdonbosconorte[.Jorg[.]Jar/css/in
memorymg.css

hxxp://
sunrisenurseryschool[.Jcom/css/inmemorycms.cs
s

hxxp://

economato[.]Jdonbosconorte[.]Jorg[.]Jar/css/in |hxxp://

memorywpl.css sunrisenurseryschool[.Jcom/css/inmemoryelf.css

hxxp:// hxxp://

enercov[.Jcom[.]Jsg/css/inmemoryvb.css sunrisenurseryschool[.Jcom/css/inmemorymg.css
hxxp://

hxxp:// estergoldberg[.Jcom/wp-
content/uploads/inmemorytr.css

sunrisenurseryschool[.Jcom/css/inmemorytmb.cs
s

hxxp:// esvisa[.Jorg/css/inmemorycms.css

hxxp:// testmakr[.]Jcom/css/inmemorycms.css

hxxp:// esvisa[.Jorg/css/inmemoryelf.css

hxxp:// testmakr[.Jcom/css/inmemoryupl.css




hxxp:// esvisa[.Jorg/css/inmemoryjq.css

hxxp:// tiwiter.ignorelist[.Jcom/rindex/

hxxp:// esvisa[.Jorg/css/inmemorymg.css

hxxp://
tuckerrealestate[.]Jcom/css/inmemoryrev.css

hxxp:// esvisa[.Jorg/css/inmemoryphpu.css

hxxp:// ucetak[.Jcom/css/inmemoryelf.css

hxxp:// esvisa[.Jorg/css/inmemoryplp.css

hxxp:// ucetak[.Jcom/css/inmemoryjq.css

hxxp:// esvisa[.Jorg/css/inmemoryrev.css

hxxp:// ucetak[.Jcom/css/inmemorymg.css

hxxp:// esvisa[.Jorg/css/inmemorytmb.css

hxxp:// ucetak[.Jcom/css/inmemoryplp.css

hxxp:// esvisa[.Jorg/css/inmemorywi.css

hxxp:// ucetak[.Jcom/css/inmemoryupl.css

hxxp://
eswarcollegeofenggl.Jorg/css/inmemorycms.
css

hxxp:// ucetak[.Jcom/css/inmemoryvb.css

hxxp://
eswarcollegeofenggl.]Jorg/css/inmemoryelf.c
ss

hxxp:// ucetak[.Jcom/css/inmemorywpl.css

hxxp://
eswarcollegeofenggl.Jorg/css/inmemoryjq.cs
s

hxxp:// usaprintings[.Jcom/css/inmemorycms.css

hxxp://
eswarcollegeofenggl.]Jorg/css/inmemoryplp.c
ss

hxxp:// usaprintings[.Jcom/css/inmemoryelf.css

hxxp://
eswarcollegeofenggl.Jorg/css/inmemorytmb.
css

hxxp:// usaprintings[.Jcom/css/inmemoryjqg.css

hxxp://
eswarcollegeofenggl.]Jorg/css/inmemoryupl.c
ss

hxxp:// usaprintings[.Jcom/css/inmemoryphpu.css

hxxp://
eswarcollegeofenggl.]Jorg/css/inmemoryvb.c
ss

hxxp:// usaprintings[.Jcom/css/inmemoryplp.css

hxxp://

extindustria[.Jcom/css/inmemorycms.css hxxp:// usaprintings[.Jcom/css/inmemoryvb.css
hxxp://

extindustria[.Jcom/css/inmemoryelf.css hxxp:// usaprintings[.Jcom/css/inmemorywi.css
hxxp://

extindustria[.Jcom/css/inmemoryjq.css hxxp:// visbau[.]si/css/inmemoryjq.css

hxxp://

extindustria[.Jcom/css/inmemorymg.css hxxp:// visbau[.]si/css/inmemoryplp.css

hxxp://

extindustria[.Jcom/css/inmemoryplp.css hxxp:// visbau[.]si/css/inmemorytmb.css
hxxp://

extindustria[.Jcom/css/inmemorytmb.css

hxxp:// visbau[.]si/css/inmemoryupl.css




hxxp://
extindustria[.Jcom/css/inmemoryvb.css

hxxp:// vou[.]pt/css/inmemorycms.css

hxxp:// ezhouz[.Jcom/css/inmemoryupl.css

hxxp:// vou[.]pt/css/inmemoryupl.css

hxxp:// ezhouz[.Jcom/css/inmemorywi.css

hxxp:// vou[.]pt/css/inmemoryvb.css

hxxp:// ezhouz[.Jcom/css/inmemorywpl.css

hxxp:// vou[.]pt/css/inmemorywi.css

hxxp://
flickr[.Jcom.goomarketing[.Jcom[.]br/Index.ph
p

hxxp:// wearecmg[.Jcom/css/inmemorycms.css

hxxp:// frenchpolish[.]net/css/inmemoryjq.css

hxxp:// wearecmg[.Jcom/css/inmemoryelf.css

hxxp://
gbmasociados[.Jcom/css/inmemoryjq.css

hxxp:// wearecmg[.Jcom/css/inmemorymg.css

hxxp://
gbmasociados[.Jcom/css/inmemorymg.css

hxxp:// wearecmg[.Jcom/css/inmemoryplp.css

hxxp://
gbmasociados[.Jcom/css/inmemorytmb.css

hxxp:// wearecmg[.Jcom/css/inmemoryrev.css

hxxp://
gbmasociados|.Jcom/css/inmemoryvb.css

hxxp:// wearecmg[.Jcom/css/inmemoryupl.css

hxxp://
gbmasociados[.Jcom/css/inmemorywi.css

hxxp://
www[.]behindtheshutter[.Jcom/css/inmemorycms.
css

hxxp://
gbmasociados[.Jcom/css/inmemorywpl.css

hxxp://
www[.]behindtheshutter[.Jcom/css/inmemoryjq.cs
s

hxxp://
genyparking[.Jcom/css/inmemorycms.css

hxxp://
www[.]behindtheshutter[.Jcom/css/inmemorymg.c
ss

hxxp://
github[.Jcom/kashmirblack/hehe/raw/master/
apche2

hxxp://
www[.]behindtheshutter[.Jcom/css/inmemoryplp.c
ss

hxxp://
hederastudio[.Jcom/css/inmemoryd.css

hxxp://
www[.]behindtheshutter[.Jcom/css/inmemoryrev.c
ss

hxxp://
hederastudio[.Jcom/css/inmemoryelf.css

hxxp://
www[.]behindtheshutter[.Jcom/css/inmemoryupl.c
ss

hxxp://
hederastudio[.Jcom/css/inmemoryplp.css

hxxp://
www[.]Jchawkidaccache[.Jcom/css/inmemorymg.c
ss

hxxp://
hederastudio[.Jcom/css/inmemoryrev.css

hxxp://
www[.Jchawkidaccache[.Jcom/css/inmemoryrev.c
ss




hxxp://
hederastudio[.Jcom/css/inmemoryupl.css

hxxp://
www[.]douglasvillarroel[.Jcom/css/inmemorycms.
css

hxxp://
hederastudio[.Jcom/css/inmemoryvb.css

hxxp://
www[.]douglasvillarroel[.Jcom/css/inmemoryelf.cs
s

hxxp://
hederastudio[.Jcom/css/inmemorywi.css

hxxp://
www[.]douglasvillarroel[.Jcom/css/inmemoryphpu
.CSS

hxxp:// hints[.]pt/css/inmemorycms.css

hxxp://
www[.]douglasvillarroel[.Jcom/css/inmemoryplp.c
ss

hxxp:// hints[.]pt/css/inmemoryelf.css

hxxp://
www[.]douglasvillarroel[.Jcom/css/inmemoryrev.c
ss

hxxp:// hints[.]pt/css/inmemorymg.css

hxxp://
www[.]douglasvillarroel[.Jcom/css/inmemorytmb.c
ss

hxxp:// hints[.]pt/css/inmemoryphpu.css

hxxp://
www[.]douglasvillarroel[.Jcom/css/inmemoryupl.c
ss

hxxp:// hints[.]pt/css/inmemoryplp.css

hxxp://
www[.]douglasvillarroel[.Jcom/css/inmemorywpl.c
ss

hxxp:// hints[.]pt/css/inmemorytmb.css

hxxp://
www[.]Jgrupofsp[.Jcom.br/css/inmemoryd.css

hxxp:// hints[.]pt/css/inmemoryvb.css

hxxp://
www[.Jkdmarketresearch[.Jcom/css/inmemorycm
S.CSS

hxxp:// hints[.]pt/css/inmemorywi.css

hxxp://
www[.Jkdmarketresearch[.Jcom/css/inmemoryelf.
css

hxxp:// hints[.]pt/css/inmemorywpl.css

hxxp://
www[.Jkdmarketresearch[.Jcom/css/inmemoryphp
u.css

hxxp://

hollywooddoor[.Jcom/css/inmemorycms.css

hxxp://
www[.Jkdmarketresearch[.Jcom/css/inmemoryplp.
css

hxxp:// indigo-tatu[.]si/css/inmemorycms.css

hxxp://
www[.Jkdmarketresearch[.Jcom/css/inmemoryrev.
css

hxxp:// indigo-tatu[.]si/css/inmemoryelf.css

hxxp://
www[.Jkdmarketresearch[.Jcom/css/inmemorytmb
.CSS




hxxp:// indigo-tatu[.]si/css/inmemoryjq.css

hxxp://
www[.Jkdmarketresearch[.Jcom/css/inmemoryupl.
css

hxxp:// indigo-tatu[.]si/css/inmemoryplp.css

hxxp://
www[.Jkdmarketresearch[.Jcom/css/inmemoryvb.
css

hxxp:// indigo-tatu[.]si/css/inmemorytmb.css

hxxp://
www[.]Jmetrocarrental[.Jcom/css/inmemoryd.css

hxxp:// indigo-tatu[.]si/css/inmemoryupl.css

hxxp://
www[.]Jmetrocarrental[.Jcom/css/inmemoryelf.css

hxxp:// indigo-tatu[.]si/css/inmemoryvb.css

hxxp://
www[.]Jmetrocarrental[.Jcom/css/inmemoryjq.css

hxxp:// indigo-tatu[.]si/css/inmemorywpl.css

hxxp://
www[.Jmetrocarrental[.Jcom/css/inmemorymg.css

hxxp:// intowords[.]asia/css/inmemorymg.css

hxxp://
www[.Jmetrocarrental[.Jcom/css/inmemoryrev.css

hxxp://
jeancarlosmarrero[.Jcom/css/inmemorycms.c
SS

hxxp://
www[.]Jmetrocarrental[.Jcom/css/inmemorytmb.cs
s

hxxp://

jeancarlosmarrero[.Jcom/css/inmemoryelf.cs |hxxp://

S www[.Jmetrocarrental[.Jcom/css/inmemoryupl.css
hxxp:// hxxp://
jeancarlosmarrero[.Jcom/css/inmemoryjqg.css |www[.Jmetrocarrental[.]Jcom/css/inmemoryvb.css
hxxp://

jeancarlosmarrero[.Jcom/css/inmemoryphpu. |hxxp://

CSS www[.]Jmetrocarrental[.Jcom/css/inmemorywi.css
hxxp:// hxxp://

jeancarlosmarrero[.Jcom/css/inmemoryplp.cs
s

www[.]Jmetrocarrental[.Jcom/css/inmemorywpl.cs
s

hxxp://
jeancarlosmarrero[.Jcom/css/inmemorytmb.c
SS

hxxp:// www[.]plastika-
slabe[.]Jnet/css/inmemorycms.css

hxxp://
jeancarlosmarrero[.Jcom/css/inmemoryupl.cs
s

hxxp:// www[.]plastika-
slabe[.Jnet/css/inmemoryjq.css

hxxp://
jeancarlosmarrero[.Jcom/css/inmemorywi.cs
s

hxxp:// www[.]plastika-
slabe[.]Jnet/css/inmemorymg.css

hxxp://
jeancarlosmarrero[.Jcom/css/inmemorywpl.c
SS

hxxp:// www[.]plastika-
slabe[.]Jnet/css/inmemoryphpu.css

hxxp:// littlepray[.]Jorg/css/inmemorycms.css

hxxp:// www[.]plastika-
slabe[.]Jnet/css/inmemorytmb.css




hxxp:// littlepray[.]Jorg/css/inmemoryjqg.css

hxxp:// www[.]plastika-
slabe[.]Jnet/css/inmemoryupl.css

hxxp:// littlepray[.]Jorg/css/inmemorymg.css

hxxp:// www[.]plastika-
slabe[.Jnet/css/inmemoryvb.css

hxxp:// littlepray[.]Jorg/css/inmemoryphpu.css

hxxp:// www[.]plastika-
slabe[.Jnet/css/inmemorywi.css

hxxp:// littlepray[.]Jorg/css/inmemoryplp.css

hxxp:// www[.Jrealschule-
lemgol[.]Jde/swap.phpcss/inmemoryjqg.css

hxxp:// littlepray[.]Jorg/css/inmemoryupl.css

hxxp:// www[.Jrealschule-
lemgol.]Jde/swap.phpcss/inmemoryplp.css

hxxp:// littlepray[.]Jorg/css/inmemorywi.css

hxxp:// www[.Jrealschule-
lemgol.]Jde/swap.phpcss/inmemoryupl.css

hxxp://
hxxp:// littlepray[.]Jorg/css/inmemorywpl.css  |www].]solutions4urip[.Jcom/css/inmemoryd.css
hxxp:// hxxp://
llantaskumhol.]pe/css/inmemoryelf.css www[.]sparkredeem[.Jcom/css/inmemoryvb.css
hxxp:// hxxp://

llantaskumhol.]pe/css/inmemoryjqg.css

www[.]Jtonerbooth[.Jcom/css/inmemoryd.css

hxxp://
hxxp:// www[.]Jtrinidadproperties|[.]biz/css/inmemoryvb.cs
llantaskumhol.]pe/css/inmemorymg.css s
hxxp:// hxxp://
llantaskumhol.]pe/css/inmemoryplp.css yannisartstudio[.Jcom/css/inmemorycms.css
hxxp://
llantaskumhol.]pe/css/inmemorytmb.css hxxp:// yannisartstudio[.]Jcom/css/inmemoryd.css
hxxp:// hxxp://
llantaskumhol.]pe/css/inmemoryupl.css yannisartstudio[.Jcom/css/inmemoryelf.css
hxxp:// hxxp://
llantaskumhol.]pe/css/inmemorywi.css yannisartstudio[.Jcom/css/inmemorymg.css
hxxp:// hxxp://
llantaskumhol.]pe/css/inmemorywpl.css yannisartstudio[.Jcom/css/inmemoryphpu.css
hxxp://
hxxp:// lufesa[.Jcom/css/inmemorymg.css yannisartstudio[.Jcom/css/inmemoryplp.css
hxxp://

hxxp:// lufesa[.Jcom/css/inmemoryphpu.css

yannisartstudio[.Jcom/css/inmemorytmb.css

hxxp:// lufesa[.Jcom/css/inmemoryplp.css

hxxp://
yannisartstudio[.Jcom/css/inmemoryupl.css

hxxp:// lufesa[.Jcom/css/inmemoryrev.css

hxxp://
yannisartstudio[.Jcom/css/inmemoryvb.css

hxxp:// lufesa[.Jcom/css/inmemoryupl.css

hxxp://
yannisartstudio[.Jcom/css/inmemorywpl.css

hxxp:// estergoldberg[.Jcom/wp-
content/uploads/inmemorytr.css

hxxp:// pole-air[.]Jeu/css/menu-bar.css




hxxp:// tiwiter[.]Jignorelist[.Jcom/rindex/

Pending bot - known paths for webshell upload:

/__MACOSX/assets/plugins/jquery-

file-upload/server/php/

/wp-content/themes/famous/muffin-
options/fields/upload/Files/

/app/assets/global/plugins/jquery-file-
upload/server/php/

/wp-content/themes/famous/scripts/admin/uploadify/

/app/vendor/jQuery-File-
Upload/server/php/

/wp-content/themes/famous/uploads/

/assets/backend/js/jQuery-File-
Upload/server/php/

/wp-content/themes/folo/addpress/includes/

/assets/frontend/plugins/jquery-file-
upload/server/php/

/wp-content/themes/folo/includes/uploadify/uploads/

/assets/global/plugins/jQuery-File-
Upload/

/wp-content/themes/folo/muffin-
options/fields/upload/Files/

/assets/global/plugins/jquery-file-
upload/server/php/

/wp-content/themes/folo/scripts/admin/uploadify/

/assets/global/plugins/server/php/

/wp-content/themes/folo/uploads/

/assets/jQuery-File-Upload/

/wp-content/themes/framework/addpress/includes/

/assets/js-admin/plugins/jquery-file-
upload/server/php/

/wp-
content/themes/framework/includes/uploadify/uploads/

/assetsl/js/jquery-file-upload/

/wp-content/themes/framework/muffin-
options/fields/upload/Files/

/assets/plugins/jQuery-File-Upload/

/wp-content/themes/framework/scripts/admin/uploadify/

/assets/plugins/jQuery-file-
upload/server/php/

/wp-content/themes/framework/uploads/

/assets/super_admin/vendor/jquery-
file-upload/server/php/

/wp-content/themes/funki/addpress/includes/

/assets/vendor/jQuery-File-Upload/

/wp-content/themes/funki/includes/uploadify/uploads/

/blog/category/js/jquery-file-
upload/server/php/

/wp-content/themes/funki/muffin-
options/fields/upload/Files/

/blueimp-jQuery-File-
Upload/server/php/

/wp-content/themes/funki/scripts/admin/uploadify/

/categoryljs/jquery-file-
upload/server/php/

/wp-content/themes/funki/uploads/

[clip-one/assets/plugins/jquery-file-
upload/server/php/

/wp-content/themes/Ghost/addpress/includes/

/cms/cms_js/jQuery-File-Upload/

/wp-content/themes/Ghost/includes/uploadify/uploads/




/content/jQuery-File-
Upload/server/php/

/wp-content/themes/Ghost/muffin-
options/fields/upload/Files/

/core_webl/javascript/jQuery-File-
Upload/

/wp-content/themes/Ghost/scripts/admin/uploadify/

/css/assets/global/plugins/jquery-file-
upload/server/php/

/wp-content/themes/Ghost/uploads/

/demo/assets/plugins/jquery-file-
upload/server/php/

/wp-content/themes/grido/addpress/includes/

/extranet/assets/js/vendor/jquery-file-
upload/server/php/

/wp-content/themes/grido/includes/uploadify/uploads/

[frontend/plugins/jQuery-File-
Upload/server/php/

/wp-content/themes/grido/muffin-
options/fields/upload/Files/

f/include/jquery-file-upload/server/php/

/wp-content/themes/grido/scripts/admin/uploadify/

/intranet/assets/global/plugins/jquery-
file-upload/server/php/

/wp-content/themes/grido/uploads/

/javascript/jQuery-File-Upload/

/wp-content/themes/ithemes2/addpress/includes/

/jQuery-File-Upload-
9.22.0/server/php/

/wp-
content/themes/ithemes2/includes/uploadify/uploads/

ljquery-file-upload/

/wp-content/themes/ithemes2/muffin-
options/fields/upload/Files/

/jQuery-file-upload/server/php/

/wp-content/themes/ithemes2/scripts/admin/uploadify/

ljs/assets/global/plugins/jquery-file-
upload/server/php/

/wp-content/themes/ithemes2/uploads/

ljs/assets/plugins/jquery-file-
upload/server/php/

/wp-content/themes/kernel-theme/addpress/includes/

/jsljQuery-File-Upload/

/wp-content/themes/kernel-
theme/includes/uploadify/uploads/

ljsfjquery-file-upload/server/php/

/wp-content/themes/kernel-theme/muffin-
options/fields/upload/Files/

ljs/plugins/jquery-file-

/wp-content/themes/kernel-

upload/server/php/ theme/scripts/admin/uploadify/
/llib/jqueryplugins/jquery-file-
upload/server/php/ /wp-content/themes/kernel-theme/uploads/

/manager/assets/plugins/jquery-file-

upload/server/php/ /wp-content/themes/kiddo/addpress/includes/
/members/server/php/ /wp-content/themes/kiddo/includes/uploadify/uploads/
/novo/admin/assets/jquery-file- /wp-content/themes/kiddo/muffin-

upload/server/php/ options/fields/upload/Files/

/php/upload/server/php/

/wp-content/themes/kiddo/scripts/admin/uploadify/

/pixel/photobook/assets/jquery-file-
upload/server/php/

/wp-content/themes/kiddo/uploads/




/plugins/jquery-file-upload/

/wp-content/themes/lightspeed/addpress/includes/

/plugins/jquery-file-upload/server/php/

/wp-
content/themes/lightspeed/includes/uploadify/uploads/

/production/assets/plugins/jquery-file-
upload/server/php/

/wp-content/themes/lightspeed/muffin-
options/fields/upload/Files/

/public/assets/global/plugins/jquery-
file-upload/server/php/

/wp-content/themes/lightspeed/scripts/admin/uploadify/

/public/assets/lib/jQuery-File-Upload/

/wp-content/themes/lightspeed/uploads/

/public/assets/plugins/jquery-file-
upload/server/php/

/wp-content/themes/MoneyTheme/addpress/includes/

/public/jquery-file-upload/

/wp-
content/themes/MoneyTheme/includes/uploadify/upload
s/

/Public/jQuery-File-
Upload/server/php/

/wp-content/themes/MoneyTheme/muffin-
options/fields/upload/Files/

/public/js/jquery-file-upload/

/wp-
content/themes/MoneyTheme/scripts/admin/uploadify/

/Public/lib/metronic/assets/global/plug
ins/jquery-file-upload/server/php/

/wp-content/themes/MoneyTheme/uploads/

/public/plugins/jquery-file-upload/

/wp-content/themes/multimedia1/addpress/includes/

/public/site/jQuery-File-
Upload/server/php/

/wp-
content/themes/multimedia1/includes/uploadify/uploads/

/public/vendor/jquery-file-upload/

/wp-content/themes/multimedia1/muffin-
options/fields/upload/Files/

/resources/theme/admin/plugins/jquer
y-file-upload/server/php/

/wp-
content/themes/multimedia1/scripts/admin/uploadify/

/scripts/jQuery-File-Upload/

/wp-content/themes/multimedia1/uploads/

/server/php/

/wp-content/themes/nuance/addpress/includes/

[site/assets/global/plugins/jquery-file-
upload/server/php/

/wp-content/themes/nuance/includes/uploadify/uploads/

[static/jquery-file-upload/

/wp-content/themes/nuance/muffin-
options/fields/upload/Files/

[static/js/jquery-file-upload/

/wp-content/themes/nuance/scripts/admin/uploadify/

[static/plugins/jquery-file-upload/

/wp-content/themes/nuance/uploads/

[static/vendor/jquery-file-upload/

/wp-content/themes/organizer/addpress/includes/

/support/vendor/jquery-file-
upload/server/php/

/wp-
content/themes/organizer/includes/uploadify/uploads/

/system/phpforms/plugins/jquery-file-
upload/server/php/

/wp-content/themes/organizer/muffin-
options/fields/upload/Files/




ltest/assets/plugins/jquery-
file/lupload/server/php/

/wp-content/themes/organizer/scripts/admin/uploadify/

/theme/assets/global/plugins/jquery-
file-upload/server/php/

/wp-content/themes/organizer/uploads/

/theme/vendors/jquery-file-
upload/server/php/

/wp-content/themes/pinboard/addpress/includes/

/themes/dashboard/assets/plugins/jq
uery-file-upload/server/php/

/wp-
content/themes/pinboard/includes/uploadify/uploads/

/update/UserControl/assets/jquery-
file-upload/server/php/

/wp-content/themes/pinboard/muffin-
options/fields/upload/Files/

/Upload/jquery-file-upload/server/php/

/wp-content/themes/pinboard/scripts/admin/uploadify/

/upload/server/php/

/wp-content/themes/pinboard/uploads/

/uploads/jquery-file-
upload/server/php/

/wp-content/themes/purevision/addpress/includes/

/uploads/plugins/jquery-file-
upload/server/php/

/wp-
content/themes/purevision/includes/uploadify/uploads/

/vendor/jquery-file-upload/

/wp-content/themes/purevision/muffin-
options/fields/upload/Files/

/vendor/jquery-file-upload/server/php/

/wp-content/themes/purevision/scripts/admin/uploadify/

/web-files/global/plugins/jquery-file-
upload/server/php/

/wp-content/themes/purevision/uploads/

/WebUl/assets/plugins/jquery-file-
upload/server/php/

/wp-content/themes/qualifire/addpress/includes/

/yonetim/assets/global/plugins/jquery-
file-upload/server/php/

/wp-content/themes/qualifire/includes/uploadify/uploads/

/yonetim/assets/plugins/jquery-file-
upload/server/php/

/wp-content/themes/qualifire/muffin-
options/fields/upload/Files/

/[ MACOSX/elfinder/files/

/wp-content/themes/qualifire/scripts/admin/uploadify/

MACOSX/elfinder/php/files/

/wp-content/themes/qualifire/uploads/

/wp-content/themes/saico/addpress/includes/

I
/__MACOSX/files/
/__MACOSX/phpffiles/

/wp-content/themes/saico/includes/uploadify/uploads/

lapp/elfinder/files/

/wp-content/themes/saico/muffin-
options/fields/upload/Files/

/app/elfinder/php/files/

/wp-content/themes/saico/scripts/admin/uploadify/

lapp/files/

/wp-content/themes/saico/uploads/

lapp/php/files/

/wp-content/themes/sehf/addpress/includes/

/assets/eLFinder-2.1.40/files/

/wp-content/themes/sehf/includes/uploadify/uploads/

/assets/eLFinder-2.1.40/php/files/

/wp-content/themes/sehf/muffin-
options/fields/upload/Files/




/assets/eLFinder/files/

/wp-content/themes/sehf/scripts/admin/uploadify/

/assets/eLFinder/php/files/

/wp-content/themes/sehf/uploads/

[assets/files/

/wp-content/themes/skinizer/addpress/includes/

/assetsl/jscripts/files/

/wp-content/themes/skinizer/includes/uploadify/uploads/

/assetsl/jscripts/php/files/

/wp-content/themes/skinizer/muffin-
options/fields/upload/Files/

/assets/php/files/

/wp-content/themes/skinizer/scripts/admin/uploadify/

/backend/elfinder/files/

/wp-content/themes/skinizer/uploads/

/backend/elfinder/php/files/

/wp-content/themes/suco/addpress/includes/

/backend/web/assets/eLFinder-
2.1.40f/files/

/wp-content/themes/suco/includes/uploadify/uploads/

/backend/web/assets/eLFinder-
2.1.40/php/files/

/wp-content/themes/suco/muffin-
options/fields/upload/Files/

/backend/web/assets/eLFinder/files/

/wp-content/themes/suco/scripts/admin/uploadify/

/backend/web/assets/eLFinder/php/fil
es/

/wp-content/themes/suco/uploads/

/backend/web/assets/jscripts/files/

/wp-content/themes/switchblade/addpress/includes/

/backend/web/assets/jscripts/php/file
s/

/wp-
content/themes/switchblade/includes/uploadify/uploads/

/blog/elfinder/files/

/wp-content/themes/switchblade/muffin-
options/fields/upload/Files/

/blog/elfinder/phpf/files/

/wp-content/themes/switchblade/scripts/admin/uploadify/

/blog/files/

/wp-content/themes/switchblade/uploads/

/blog/php/files/

/wp-content/themes/sydney/addpress/includes/

/category/elfinder/files/

/wp-content/themes/sydney/includes/uploadify/uploads/

/category/elfinder/php/files/

/wp-content/themes/sydney/muffin-
options/fields/upload/Files/

/category/files/

/wp-content/themes/sydney/scripts/admin/uploadify/

/category/php/files/

/wp-content/themes/sydney/uploads/

/cms/elfinder/files/

/wp-content/themes/synoptic/addpress/includes/

/cms/elfinder/php/files/

/wp-content/themes/synoptic/includes/uploadify/uploads/

[cms/files/

/wp-content/themes/synoptic/muffin-
options/fields/upload/Files/

/cms/phpffiles/

/wp-content/themes/synoptic/scripts/admin/uploadify/

/content/elfinder/files/

/wp-content/themes/synoptic/uploads/

/content/elfinder/php/files/

/wp-content/themes/theagency/addpress/includes/




/content/files/

/wp-
content/themes/theagency/includes/uploadify/uploads/

/content/php/files/

/wp-content/themes/theagency/muffin-
options/fields/upload/Files/

/core_web/elfinder/files/

/wp-content/themes/theagency/scripts/admin/uploadify/

/core_web/elfinder/php/files/

/wp-content/themes/theagency/uploads/

/core_web/files/

/wp-content/themes/tisa/addpress/includes/

/core_web/phpffiles/

/wp-content/themesi/tisal/includes/uploadify/uploads/

[css/elfinder/files/

/wp-content/themes/tisa/muffin-
options/fields/upload/Files/

[/css/elfinder/php/files/

/wp-content/themesi/tisa/scripts/admin/uploadify/

[css/files/

/wp-content/themes/tisa/uploads/

/css/phpf/files/

/wp-content/themes/u-design/addpress/includes/

/demo/elfinder/files/

/wp-content/themes/u-
design/includes/uploadify/uploads/

/demo/elfinder/php/files/

/wp-content/themes/u-design/muffin-
options/fields/upload/Files/

/demof/files/

/wp-content/themes/u-design/scripts/admin/uploadify/

/demo/phpffiles/

/wp-content/themes/u-design/uploads/

/eLFinder-2.1.40/files/

/wp-content/themes/udesign/addpress/includes/

/eLFinder-2.1.40/php/files/

/wp-content/themes/udesign/includes/uploadify/uploads/

/elfinder/connectors/files/

/wp-content/themes/udesign/muffin-
options/fields/upload/Files/

/elfinder/connectors/php/files/

/wp-content/themes/udesign/scripts/admin/uploadify/

/eLFinder/elfinder/files/

/wp-content/themes/udesign/uploads/

/eLFinder/elfinder/php/files/

/wp-content/themes/ut-strange/addpress/includes/

/eLFinder/filemanager/files/

/wp-content/themes/ut-
strange/includes/uploadify/uploads/

/eLFinder/filemanager/php/files/

/wp-content/themes/ut-strange/muffin-
options/fields/upload/Files/

[elfinder/files

/wp-content/themes/ut-strange/scripts/admin/uploadify/

[elfinder/files/

/wp-content/themes/ut-strange/uploads/

/elfinder/php/files/

/wp-content/themes/WPStore/addpress/includes/

/extranet/elfinder/files/

/wp-
content/themes/WPStore/includes/uploadify/uploads/

/extranet/elfinder/php/files/

/wp-content/themes/WPStore/muffin-
options/fields/upload/Files/




/extranet/files/

/wp-content/themes/\WPStore/scripts/admin/uploadify/

lextranet/phpf/files/

/wp-content/themes/WPStore/uploads/

[files/

/wp-content/uploads//products_img/

[files/elfinder/files/

/wp-content/uploads/2020/03/

[files/files/

/wp-content/uploads/settingsimages/

[frontend/elfinder/files/

/community/

[frontend/elfinder/php/files/

/demo/

[frontend/files/

/discussion/

[frontend/php/files/

[forum-mobile/

/include/elfinder/files/

[forum-web/

f/include/elfinder/php/files/

[forum/

/includeffiles/

[forumindex/

f/include/php/files/ [forums/
/intranet/elfinder/files/ [forumweb/
/intranet/elfinder/php/files/ [frm/
f/intranet/files/ /glossary/
lintranet/php/files/ /longdog/
ljavascript/elfinder/files/ /member/
ljavascript/elfinder/phpf/files/ /members/
ljavascript/files/ /posts/
ljavascript/php/files/ /student/
ljs/elfinder/files/ /Students/
ljs/elfinder/php/files/ /thread/
ljsffiles/ /threads/
lis/phpffiles/ Ivb/
ljscripts/elfinder/files/ Ivbull/
ljscripts/elfinder/php/files/ /vbulletin/
ljscripts/files/ /vbweb/
ljscripts/php/files/ /webvb/

[lib/elfinder/files/

/checkout/magmi/web/

/lib/elfinder/php/files/

/Magento/magmi/web/




llib/files/ /magmi/web/

llib/php/files/ /market/magmi/web/

/manager/elfinder/files/ /mg/magmi/web/

/manager/elfinder/php/files/ /order/magmi/web/
/administrator/components/com_albe

rghi/ /shop/magmi/web/
/components/com_facileforms/librarie

s/jquery/ install.php

/components/com_jbcatalog/libraries/

jsupload/server/php/files/ /__MACOSX/vendor/phpunit/phpunit/src/Util/PHP/
/components/com_sexycontactform/fi

leupload/files/ /1/vendor/phpunit/phpunit/src/Util/PHP/

/images/ /12/vendor/phpunit/phpunit/src/Util/PHP/
/images/stories/ /2018/vendor/phpunit/phpunit/src/Util/PHP/
/tmp/plupload/ 12019/vendor/phpunit/phpunit/src/Util/PHP/
/masseditproduct/uploads/file/ /acentedokuman/vendor/phpunit/phpunit/src/Util/PHP/

/modules/advancedslider/uploads/ /apitude/vendor/phpunit/phpunit/src/Util/PHP/

/modules/attributewizardpro_x/file_up

loads/ lapp/vendor/phpunit/phpunit/src/Util/PHP/

/modules/cartabandonmentproOld/up

loads/ /assets/vendor/phpunit/phpunit/src/Util/PHP/

/modules/fieldvmegamenu/uploads/ |/athenstours/vendor/phpunit/phpunit/src/Util/PHP/

/modules/nvn_export_orders/ /b2b/vendor/phpunit/phpunit/src/Util/PHP/
/biblical_asia_minor/vendor/phpunit/phpunit/src/Util/PHP

/modules/pk_flexmenu/uploads/ /

/modules/psmodthemeoptionpanel/up

load/ /biblicaltours/vendor/phpunit/phpunit/src/Util/PHP/

/modules/tdpsthemeoptionpanel/uplo

ad/ /blog/vendor/phpunit/phpunit/src/Util/PHP/

/modules/videostab/uploads/ /brochures/vendor/phpunit/phpunit/src/Util/PHP/

/modules/wdoptionpanel/upload/ /cappadociatours/vendor/phpunit/phpunit/src/Util/PHP/

/modules/wg24themeadministration/i

mg/upload/ /category/vendor/phpunit/phpunit/src/Util/PHP/
/_timthumb_/cache/ /cgi-bin/vendor/phpunit/phpunit/src/Util/PHP/

/charterboatservices/vendor/phpunit/phpunit/src/Util/PH
/_timthumb_/cache/external _ P/

/cache/ [citypackages/vendor/phpunit/phpunit/src/Util/PHP/




/cache/external_

/cms/vendor/phpunit/phpunit/src/Util/PHP/

/cms/wp-
content/themes/londoncreative/script
s/cache/

/content/vendor/phpunit/phpunit/src/Util/PHP/

/cms/wp-
content/themes/londoncreative/script
s/cache/external _

/core_web/vendor/phpunit/phpunit/src/Util/PHP/

/images/cache/

/crm/vendor/phpunit/phpunit/src/Util/PHP/

/images/cache/external_

/css/vendor/phpunit/phpunit/src/Util/PHP/

/inc/cache/

/Demo/vendor/phpunit/phpunit/src/Util/PHP/

f/inc/cache/external_

/ephesustours/vendor/phpunit/phpunit/src/Util/PHP/

/php/cache/ /extranet/vendor/phpunit/phpunit/src/Util/PHP/
[ferry-to-greek-
/php/cache/external _ islands/vendor/phpunit/phpunit/src/Util/PHP/

/php/utils/cache/

[ferrytosamos/vendor/phpunit/phpunit/src/Util/PHP/

/php/utils/cache/external _

[font/vendor/phpunit/phpunit/src/Util/PHP/

/test/cache/

[fonts/vendor/phpunit/phpunit/src/Util/PHP/

/test/cache/external _

[frontend/vendor/phpunit/phpunit/src/Util/PHP/

/utils/cache/

/highslide/vendor/phpunit/phpunit/src/Util/PHP/

/utils/cache/external _

/images/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/justified-image-
grid/cache/

/incentive-travel/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/justified-image-
grid/cache/external_

/include/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/riva-slider-
pro/cache/

/intranet/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/riva-slider-
pro/cache/external _

listanbultours/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/slider-
pro/includes/timthumb/cache/

ljavascript/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/slider-
pro/includes/timthumb/cache/external

ljs/ivendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/plugins/telent_list/include/cac
he/

/kusadasi/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/plugins/telent_list/include/cac
he/external_

/laravel/vendor/phpunit/phpunit/src/Util/PHP/




/wp-content/themes/arras-
themel/library/cache/

llib/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/arras-
themel/library/cache/external _

/manager/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/arthemia-
premium/scripts/cache/

/meandertravel[.Jcom/vendor/phpunit/phpunit/src/Util/PH
P/

/wp-content/themes/arthemia-
premium/scripts/cache/external _

/members/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/arthemia/scripts/cach
el

/novo/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/arthemia/scripts/cach
elexternal_

/online/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/class/scripts/cache/

/onlinepayment/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/class/scripts/cache/e
xternal_

/patmos/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/CleanBlog/includes/c
ache/

/php/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/CleanBlog/includes/c
ache/external _

/pictures/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/dp/scripts/cache/

Ipixel/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/dp/scripts/cache/exte
rnal_

/plugins/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/dt-
cardamon/cache/

/popup/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/dt-
cardamon/cache/external_

/portal/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/harrison/cache/

/prepostcruisepackages/vendor/phpunit/phpunit/src/Util/
PHP/

/wp-
content/themes/harrison/cache/exter
nal_

/product/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/londoncreative/script
s/cache/

/production/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/londoncreative/script
s/cache/external _

/profile/vendor/phpunit/phpunit/src/Util/PHP/




/wp-
content/themes/mimbo/scripts/cache/

/projects/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/mimbo/scripts/cache/
external_

/public/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/platogrup/cache/

/resources/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/platogrup/cache/exte
rnal_

/samos/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/realestate _3/img_resi
ze/cache/

Iscripts/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/realestate _3/img_resi
ze/cache/external _

/server/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/rt_infuse_wp/cache/

/shop/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/rt_infuse_wp/cache/e
xternal_

[site/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/sanobi/cache/

[static/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/sanobi/cache/externa
|

/support/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/smoothmoves/cache/

/sysstat/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/smoothmoves/cache/
external_

/system.log/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/TheGreyMac/cache/

/system/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/TheGreyMac/cache/e
xternal_

/systemadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/THEME/cache/

/tivendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/THEME/cache/extern
al_

/T3AdminMain/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/TheStars/thestars/scr
ipts/cache/

/tadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/TheStars/thestars/scr
ipts/cache/external _

ltag/vendor/phpunit/phpunit/src/Util/PHP/




/wp-
content/themes/yamidoo/scripts/cach
el

/taglib-uri/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/yamidoo/scripts/cach
elexternal_

/tags/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/ZenkoMagazinev1.2/
scripts/cache/

/tar.bz2/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/ZenkoMagazinev1.2/
scripts/cache/external_

ltar.gz/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/zinfolio/zinfolio-
theme/cache/

Mtar/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/zinfolio/zinfolio-
theme/cache/external_

/Taxonomy_admin/vendor/phpunit/phpunit/src/Util/PHP/

Iwplwp-
content/themes/sanobi/cache/

/tbadmin/vendor/phpunit/phpunit/src/Util/PHP/

Iwplwp-
content/themes/sanobi/cache/externa
|

/te_admin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/acf-frontend-
display/

/tech/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/art-picture-shop/

/technology/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/audio-record/

/TechnologySamples/AddressBook/AddressBookServlet
/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/aviary-image-
editor-add-on-for-gravity-forms/

/TechnologySamples/AddressBook/servlet/vendor/phpu
nit/phpunit/src/Util/PHP/

/wp-content/plugins/baggage-freight/

/TechnologySamples/AddressBook/vendor/phpunit/phpu
nit/src/Util/PHP/

/wp-content/plugins/category-page-
icons/

/TechnologySamples/BasicCalculator/vendor/phpunit/ph
punit/src/Util/PHP/

/wp-content/plugins/cherry-plugin/

/TechnologySamples/BulletinBoard/vendor/phpunit/phpu
nit/src/Util/PHP/

/wp-content/plugins/csv2wpec-
coupon/

/TechnologySamples/BulletinBoardservlet/vendor/phpun
it/phpunit/src/Util/PHP/

/wp-content/plugins/dzs-
zoomsounds/

/TechnologySamples/Calendar/vendor/phpunit/phpunit/s
rc/Util/PHP/

/wp-content/plugins/fckeditor-for-
wordpress-plugin/

/TechnologySamples/docs/vendor/phpunit/phpunit/src/U
til/PHP/

/wp-content/plugins/formcraft/

/TechnologySamples/FilterServlet/vendor/phpunit/phpun
it/src/Util/PHP/




/wp-content/plugins/gallery-plugin/

/TechnologySamples/FormLogin/vendor/phpunit/phpunit
[src/Util/PHP/

/wp-content/plugins/gravity forms/

/TechnologySamples/FormLoginservlet/vendor/phpunit/
phpunit/src/Util/PHP/

/wp-content/plugins/gravityforms/

/TechnologySamples/JAASLogin/vendor/phpunit/phpunit
[src/Util/PHP/

/wp-content/plugins/inboundio-
marketing/

/TechnologySamples/JAASLoginservlet/vendor/phpunit/
phpunit/src/Util/PHP/

/wp-content/plugins/jssor-slider/

/TechnologySamples/MovieReview/vendor/phpunit/phpu
nit/src/Util/PHP/

/wp-content/plugins/logosware-suite-
uploader/

/TechnologySamples/MovieReview2_0/vendor/phpunit/p
hpunit/src/Util/PHP/

/wp-content/plugins/monsters-editor-
10-for-wp-super-edit/

/TechnologySamples/MovieReview2_1/vendor/phpunit/p
hpunit/src/Util/PHP/

/wp-content/plugins/peugeot-music-
plugin/

/TechnologySamples/PageReturner/vendor/phpunit/php
unit/src/Util/PHP/

/wp-content/plugins/reflex-gallery/

/TechnologySamples/PageReturnerservlet/vendor/phpu
nit/phpunit/src/Util/PHP/

/wp-content/plugins/revslider/

/TechnologySamples/ReadingList/vendor/phpunit/phpun
it/src/Util/PHP/

/wp-content/plugins/sem-wysiwyg/

/TechnologySamples/SimpleJSP/vendor/phpunit/phpunit
[src/Util/PHP/

/wp-content/plugins/sexy-contact-
form/

/TechnologySamples/SimpleServiet/vendor/phpunit/php
unit/src/Util/PHP/

/wp-content/plugins/sfwd-Ims/

/TechnologySamples/Subscription/vendor/phpunit/phpu
nit/src/Util/PHP/

/wp-content/plugins/showbiz/

/TechnologySamples/Subscriptionservlet/vendor/phpunit
/phpunit/src/Util/PHP/

/wp-content/plugins/simple-ads-
manager/

/TechnologySamples/Taglib/vendor/phpunit/phpunit/src/
Util/PHP/

/wp-content/plugins/st_newsletter/

/teknoportal/readme.txt/vendor/phpunit/phpunit/src/Util/P
HP/

/wp-content/plugins/tajer/

/teleadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/Tevolution-
develop/

/teluguadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/Tevolution/

/ITEMP/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/viral-optins/

/template.xml/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/website-contact-
form-with-file-upload/

/template/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/work-the-flow-
file-upload/

/templates_admin/vendor/phpunit/phpunit/src/Util/PHP/




/wp-content/plugins/wp-ajax-form-
pro/

/templates_c/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/wp-checkout/

ltemplates/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/wp-job-manager-
locations/

ltemplets/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/wp-mailinglist/

lterms/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/wp-symposium/

ltest_/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/plugins/wpshop/

ltest.b2b/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/uploads/job-manager-
uploadsf/files/

ltest.chm/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/aim-
theme/addpress/includes/

ltest.htm/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/aim-
theme/includes/uploadify/uploads/

ltest.html/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/aim-
theme/muffin-
options/fields/upload/Files/

/test.mdb/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/aim-
theme/scripts/admin/uploadify/

ltest.sqlite/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/aim-
theme/uploads/

ltest.txt/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/area53/addpress/incl
udes/

ltest/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/area53/includes/uplo
adify/uploads/

ltestO/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/area53/muffin-
options/fields/upload/Files/

ltest1/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/area53/scripts/admin/
uploadify/

ltest2.html/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/area53/uploads/

ltestadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/beauty-
premium/addpress/includes/

/testimonials/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/beauty-
premium/includes/uploadify/uploads/

ltesting/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/beauty-
premium/muffin-
options/fields/upload/Files/

ltests/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/beauty-
premium/scripts/admin/uploadify/

ltestweb/vendor/phpunit/phpunit/src/Util/PHP/




/wp-content/themes/beauty-
premium/uploads/

ltext-base/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/betheme/addpress/in
cludes/

ltext/ivendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/betheme/includes/upl
oadify/uploads/

/theme/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/betheme/muffin-
options/fields/upload/Files/

/themes/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/betheme/scripts/admi
n/uploadify/

lthirdparty/fckeditor/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/betheme/uploads/

/thread/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/blinc/addpress/includ
es/

/threads/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/blinc/includes/uploadi
fy/uploads/

/thumb.%EXT %/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/blinc/muffin-
options/fields/upload/Files/

/thumb/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/blinc/scripts/admin/u
ploadify/

/thumbnail/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/blinc/uploads/

[tiki-admin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/bloggie/addpress/incl
udes/

[tiki/doc/stable.version/vendor/phpunit/phpunit/src/Util/P
HP/

/wp-
content/themes/bloggie/includes/uplo
adify/uploads/

ftiny_mce/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/bloggie/muffin-
options/fields/upload/Files/

ftinymceljscripts/tiny_mce/vendor/phpunit/phpunit/src/Uti
I/PHP/

/wp-
content/themes/bloggie/scripts/admin
/uploadify/

ftinymce/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/bloggie/uploads/

ftips/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/cameleon/addpress/i
ncludes/

[title/vendor/phpunit/phpunit/src/Util/PHP/




/wp-
content/themes/cameleon/includes/u
ploadify/uploads/

/tmp/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/cameleon/muffin-
options/fields/upload/Files/

/tn/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/cameleon/scripts/ad
min/uploadify/

/TODO/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/cameleon/uploads/

ltools/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/cubed_v1.2/addpress
/includes/

ltop/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/cubed_v1.2/includes/
uploadify/uploads/

ltopic/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/cubed_v1.2/muffin-
options/fields/upload/Files/

ltopicadmin.%EXT %/vendor/phpunit/phpunit/src/Util/PH
P/

/wp-
content/themes/cubed_v1.2/scripts/a
dmin/uploadify/

/topicadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/cubed_v1.2/uploads/

ltopics/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/curvo/addpress/inclu
des/

/touradmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/curvo/includes/uploa
dify/uploads/

ltourpackages/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/curvo/muffin-
options/fields/upload/Files/

/Trace.axd/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/curvo/scripts/admin/u
ploadify/

ltrackback/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/curvo/uploads/

/tradetheme/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/dance-
studio/addpress/includes/

/training/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/dance-
studio/includes/uploadify/uploads/

ltrans/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/dance-
studio/muffin-
options/fields/upload/Files/

/transfer/vendor/phpunit/phpunit/src/Util/PHP/




/wp-content/themes/dance-
studio/scripts/admin/uploadify/

ltravel/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/dance-
studio/uploads/

ltst/ivendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/dandelion/addpress/i
ncludes/

/tsweb/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/dandelion/includes/u
ploadify/uploads/

/ttadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/dandelion/muffin-
options/fields/upload/Files/

/ttt_admin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/dandelion/scripts/ad
min/uploadify/

/tttadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/dandelion/uploads/

/tubeace-admin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/deep-
blue/addpress/includes/

lturkey/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/deep-
blue/includes/uploadify/uploads/

/tutorials/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/deep-
blue/muffin-
options/fields/upload/Files/

ltvivendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/deep-
blue/scripts/admin/uploadify/

/tvadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/deep-
blue/uploads/

Itypes/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/ebs/addpress/include
s/

Itypo3/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/ebs/includes/uploadif
y/uploads/

/uadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/ebs/muffin-
options/fields/upload/Files/

/uddi/uddilistener/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/ebs/scripts/admin/upl
oadify/

/uddi/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/ebs/uploads/

/uddiexplorer/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/elemin/addpress/incl
udes/

/uddigui/vendor/phpunit/phpunit/src/Util/PHP/




/wp-
content/themes/elemin/includes/uplo
adify/uploads/

/uddilistener/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/elemin/muffin-
options/fields/upload/Files/

/uddisoap/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/elemin/scripts/admin/
uploadify/

/ujadmin/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/elemin/uploads/

/update/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/eptonic/addpress/incl
udes/

/upload/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/eptonic/includes/uplo
adify/uploads/

/uploads/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/eptonic/muffin-
options/fields/upload/Files/

/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/eptonic/scripts/admin
/uploadify/

/vendor/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/eptonic/uploads/

/web/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/eshop/addpress/inclu
des/

/webpics/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/eshop/includes/uploa
dify/uploads/

/Website/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/eshop/muffin-
options/fields/upload/Files/

/WebUl/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/eShop/scripts/admin/
uploadify/

Ixml/vendor/phpunit/phpunit/src/Util/PHP/

/wp-content/themes/eshop/uploads/

/yacht-charter-
turkey/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/famous/addpress/incl
udes/

/yonetim/vendor/phpunit/phpunit/src/Util/PHP/

/wp-
content/themes/famous/includes/uplo
adify/uploads/

/yunan_adalari/vendor/phpunit/phpunit/src/Util/PHP/




KashmirBlack C&C IP:

36.84.135.213

KashmirBlack Repositories IPs:

103.28.163.217

162.241.226.147

198.49.23.144

66.199.191.29

103.40.117.19  |162.241.255.99 [198.49.23.145 66.96.131.51
104.238.220.186(162.252.57.68 |198.57.151.193 66.96.145.101
104.27.172.56 |166.62.6.67 217.160.0.241 67.20.77.159
104.27.173.56 |167.99.147.73 |23.229.188.8 67.222.38.91

108.167.139.168

172.67.211.34

2606:4700:3031::681b:ac38

67.225.143.197

108.167.147.246

184.168.221.73

2606:4700:3033::681b:ad38

67.225.144.157

109.232.216.40

185.68.16.12

2606:4700:3035::ac43:d322

67.225.144.69

110.138.173.200(192.158.234.242|3.6.180.38 68.183.81.28
111.118.212.254|192.169.218.86 |36.70.235.82 72.52.216.175
111.118.215.210(192.169.231.43 |37.9.175.24 74.80.163.82
139.162.37.134 |192.254.193.145|46.4.71.16 91.146.109.70
148.66.133.232 |192.40.112.72 |5.189.190.167 91.185.209.216
148.66.136.7 198.1.68.175 5.9.147.235 91.195.240.87
162.214.77.4 198.185.159.144(50.63.161.193 94.130.134.49
162.241.143.7 |198.185.159.145|50.63.202.81 94.46.13.75
67.225.144.157 |5.189.190.167 |166.62.92.48 94.46.13.77

5.189.190.167

Spam bot IPs:

167.160.1.70
167.160.3.157
134.249.116.78




Known KashmirBlack bot IPs:

101.50.3.132 160.153.192.222|198.1.98.189 35.240.254.161
103.11.75.15 161.189.159.172(198.37.123.60 35.242.128.177
103.116.16.67 |161.189.202.40 |198.57.247.202 35.244.124.106

103.145.226.104

162.144.18.118

198.58.99.254

35.244.72.212

103.147.154.41

162.144.68.170

199.101.100.123

35.247.132.6

103.21.58.29

162.214.71.13

199.101.100.124

35.247.160.99

103.229.72.13

162.241.143.7

199.188.200.224

35.247.185.96

103.229.72.89

162.241.156.242

199.79.62.126

37.187.163.201

103.50.162.147

162.241.175.138

2001:df7:5300:2::17

103.6.55.90 162.241.178.118|201.217.240.35 44.230.121.233
103.98.84.90 162.241.203.242|203.130.133.165 45.114.84.29
104.199.209.112(162.241.216.176 45.32.145.130
104.238.111.68 (162.241.217.237|206.221.179.19 45.35.56.98
104.238.220.186(162.241.218.67 |207.244.76.223 45.63.68.11
108.167.132.108(162.241.222.14 |209.236.71.102 47.245.25.43
108.167.133.26 |162.241.226.34 |209.99.16.206 50.116.97.91
108.167.136.49 (162.241.233.204|213.136.71.213 50.62.134.18

108.167.146.126

162.241.244.88

213.136.72.218

50.62.161.115

108.167.146.13

162.241.252.107

213.239.202.83

50.62.176.153

108.167.146.224

162.241.253.12

216.10.240.90

50.62.176.173

108.167.189.17

162.255.161.103

23.111.156.242

50.62.177.157

108.179.201.195

163.44.198.52

2607:f130:0:d5:216:3eff:feb5:e724

50.63.161.193

108.179.220.169

165.22.117.130

2a01:4f8:10a:35e2::2

50.87.144.110

108.179.253.225

172.251.73.17

3.221.133.141

50.87.144.121

110.138.37.173 |172.82.149.226 |3.231.85.6 50.87.144.40
112.213.89.124 (172.96.13.122 |31.210.159.104 50.87.144.56
118.25.139.145 |173.212.239.161|31.210.159.90 50.87.144.65
119.81.52.53 173.212.241.155|34.106.208.143 50.87.144.89
125.212.254.9 |173.236.184.106|34.125.161.28 50.87.225.217
13.115.162.29 |173.247.249.134|34.192.233.132 50.87.237.60




13.231.101.95 |[173.249.36.37 |34.227.12.44 50.87.253.215
13.234.238.3 175.41.204.8 34.76.9.225 51.161.13.217
13.236.178.138 (178.63.97.254 |34.80.51.146 52.199.139.146
131.153.37.2 18.139.232.237 (34.87.157.243 52.23.216.57
132.148.131.10 |18.177.70.244 |34.87.163.184 52.53.167.192
132.148.136.233|18.181.148.227 |34.87.164.121 52.88.150.87
132.148.139.48 (18.188.177.238 |34.87.167.38 54.209.168.212
132.148.152.219|18.220.164.18  |34.87.180.170 54.95.78.206
132.148.159.212|18.236.119.18  |34.87.187.48 59.110.70.190
132.148.17.185 (181.214.31.79 |34.87.193.50 64.202.190.164

132.148.176.151

181.215.247.32

34.87.232.164

66.152.183.38

132.148.176.74

182.239.53.29

34.87.245.171

66.199.191.29

132.148.22.226 |182.50.135.78 |34.87.41.148 67.205.103.90
132.148.227.234|182.50.151.64 |34.87.73.45 67.222.16.7
132.148.83.124 |184.168.200.190|34.87.81.185 67.222.38.91
132.148.89.107 |184.168.200.39 |34.89.246.160 67.222.39.62
139.162.207.209|185.18.40.43 34.94.224.56 67.225.143.197
139.162.37.134 |185.36.149.248 |35.186.153.11 67.225.144.4

139.180.211.158

186.224.105.70

35.189.167.23

67.227.154.146

143.95.77.250

188.213.134.14

35.189.180.155

67.227.240.192

144.91.109.67

190.105.228.234

35.190.233.38

69.16.221.200

144.91.115.135

192.145.235.222

35.194.194 .2

69.162.102.218

148.251.183.170

192.169.82.134

35.197.152.16

69.167.152.123

148.66.133.232

192.185.2.102

35.197.97.74

69.174.252.96

148.66.158.83

192.185.2.120

35.198.240.43

69.195.124.97

148.70.183.161

192.185.2.19

35.198.242.43

69.46.27.162

148.72.193.178

192.185.2.192

35.198.249.225

69.90.63.87

148.72.209.37 |192.185.2.223 |35.199.87.87 72.241.188.225
148.72.22.151 |192.185.2.23 35.201.197.127 72.52.149.133
148.72.232.128 |192.185.4.41 35.201.229.7 72.52.202.22
148.72.232.30 |192.185.82.129 |35.201.231.51 74.80.163.82




148.72.232.59

192.185.82.150

35.201.251.166

78.46.43.228

148.72.232.62

192.232.254.67

35.220.135.105

80.82.114.236

148.72.232.64

192.241.198.210

35.221.219.195

82.165.82.140

148.72.250.216 |192.254.134.214|35.228.213.118 88.99.165.167
149.28.224.202 (192.254.193.145|35.234.1.219 91.146.109.70
149.28.24.217 |192.40.112.72 |35.234.60.127 91.203.111.40
154.0.161.239 [193.164.133.115|35.239.27.53 95.179.236.9

154.0.166.205 [193.189.98.38 |35.240.142.146 97.74.228.233
158.69.189.205 |193.30.122.148 |35.240.210.71 97.74.233.129

160.153.154.135

195.201.69.123

35.240.238.156

97.74.233.225

97.74.236.9




