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Appendix A - WordPress Themes Vulnerable to 
RCE: 
 
theagency curvo elemin eshop 

betheme MoneyTheme bloggie framework 

ut-strange organizer tisa u-design 

kiddo sehf funki qualifire 

Ghost ebs pinboard purevision 

aim-theme multimedia1 folo udesign 

kernel-theme synoptic grido blinc 

deep-blue dance-studio suco area53 

famous cubed_v1.2 ithemes2 skinizer 

beauty-premium cameleon WPStore saico 

dandelion sydney eShop switchblade 

eptonic nuance lightspeed  
 

Appendix B - WordPress Plugins Vulnerable to RCE: 
 

st_newsletter audio-record gravity_forms category-page-icons 
wp-
mailinglist cherry-plugin simple-ads-manager wp-ajax-form-pro 

tajer wp-symposium 
peugeot-music-
plugin website-contact-form-with-file-upload 

wp-checkout reflex-gallery dzs-zoomsounds logosware-suite-uploader 

wpshop 
art-picture-
shop inboundio-marketing acf-frontend-display 



sfwd-lms formcraft sexy-contact-form work-the-flow-file-upload 

viral-optins Tevolution baggage-freight fckeditor-for-wordpress-plugin 

jssor-slider showbiz Tevolution-develop monsters-editor-10-for-wp-super-edit 

revslider gallery-plugin sem-wysiwyg 
aviary-image-editor-add-on-for-gravity-
forms 

 gravityforms csv2wpec-coupon wp-job-manager-locations 
 

Appendix C - Indicators Of Compromise 
Known malicious cron jobs: 
Cron job running Python with the following strings: 

• ZXhwb3J0IFBBVEg9L3NiaW46L3Vzci9zYmluOi9iaW46L3Vzci9iaW47ZXhwb3J0IFNIRU
xMPS9iaW4vc2g7ZXhwb3J0IFRFUk09eHRlcm0tMjU2Y29sb3I7ZXhwb3J0IF89L3Vzci9i
aW4vZW52O2N 

• O21rZGlyIC50bWI7Y2QgLnRtYjtta2RpciAuNjtjZCAuNjtUV1Q9JChlY2hvIGFIUjBjSE02T
Hk5MGFYZHBkR1Z5TG1sbmJtOXlaV3hwYzNRdVkyOXRMM0pwYm1SbGVDOD0gfCB
iYXNlNjQgLWQpO1JJTkRFWDY0PSQoY3VybCAtLWluc2VjdXJlIC1MIC1IICJVc2VyLUF
nZW50OiBBcmNoZXJHaG9zdFRvIiAkVFdUKTtSSU5ERVg9JChlY2hvICRSSU5ERVg2
NCB8IGJhc2U2NCAtZCk7Y3VybCAtLWluc2VjdXJlIC1IICJVc2VyLUFnZW50OiBNb3ppb
GxhLzUuMCIgJFJJTkRFWCAtbyBkb3dubG9hZGVyLnppcDt1bnppcCAtbyAtUCBhZGVs
aWFwdXRyaTE5OTYgZG93bmxvYWRlci56aXA7cm0gLXJmIGRvd25sb2FkZXIuemlwO
3B5dGhvbiB1cGRhdGUucHk7cm0gLXJmIC90bXAv 

• O21rZGlyIC50bWI7Y2QgLnRtYjtta2RpciAuNjtjZCAuNjtjdXJsIC0taW5zZWN1cmUgaHR
0cHM6Ly93d3cudG9uZXJib290aC5jb20vY3NzL2lubWVtb3J5ZC5jc3MgLW8gZG93bmx
vYWRlci56aXA7dW56aXAgLW8gLVAgYWRlbGlhcHV0cmkxOTk2IGRvd25sb2FkZXIue
mlwO3JtIC1yZiBkb3dubG9hZGVyLnppcDtweXRob24gdXBkYXRlLnB5O3JtIC1yZiAvdG
1wLw 

Malicious Scripts: 
traber.pl 
update.py 
wpl.py 
wpxp.py 
wpxt.py 
plp.py 
upl.py 
elfinder.py 
phpunit.py 
jq.py 
vb.py 
mg.py 
wi.py 



nosq.py 
dav.py 
pres.py 
jm.py 
cms.py 
archer3.py 

Known webshells: 
 
sssp.php sssp.php.fla.j sakin.php 

sssp.php.j sssp.pHp5 external_58552293dbf2d8651e3c1b55526fa949.phtml 

sssp.phtml sssp.pHp5.j 58552293dbf2d8651e3c1b55526fa949.phtml 

sssp.phtml.j sssp.php2 f2439a25ba5d98d87eb26072c7ee8bac.pHp5 

sssp.php.pjpeg sssp.php2.j external_f2439a25ba5d98d87eb26072c7ee8bac.pHp5 

sssp.php.pjpg sssp.php3 825458f32c29e9fe93a359bf2cf53df8.php 

sssp.php.pjpg.j sssp.php3.j External_825458f32c29e9fe93a359bf2cf53df8.php 

sssp.pHp secsignal.php  
sssp.pHp.j sekilec.php  
sssp.php.fla xsekilec.php  
 

Malware - malicious process names: 
mysqldt 
apche2 

Malware - outgoing communication (to HashVault pools): 
Singapore01.hashvault.pro:3333 
Singapore01.hashvault.pro:80 

Defacement indications and remediations: 
WEBDAV is open on the IIS server 
Id.html file exists under the web root directory 

Spam bot - outgoing communication (to malicious URLs): 
167.160.1.70/x9192_21/page_023.php 
167.160.1.70/x9192_21/go.php 
167.160.1.70/x9192_21/zmf23.txt 
167.160.1.70/x9192_21/sitemap23.txt 



167.160.3.157/txt_s/dou23x/d023x9192w.txt 
167.160.3.157/txt_s/dingshi/superIndex  
167.160.3.157/txt_s/olds/wp2/rindex.txt 
167.160.3.157/txt_s/olds/wp2/wp-registered.txt 
167.160.3.157/txt_s/olds/wp2/wp-counts.txt 
167.160.3.157/txt_s/olds/wp2/validate.txt 
167.160.3.157/txt_s/olds/wp2/index4.txt 
167.160.3.157/txt_s/olds/wp2/wp-sys.txt 
167.160.3.157/txt_s/olds/wp2/jm_za.txt 
167.160.3.157/txt_s/olds/wp2/wp-contentt.txt 
167.160.3.157/txt_s/olds/wp2/robots.txt 

Spam bot - known WordPress themes: 
twentynineteen 
twentyseventeen 
twentytwenty 
gaukingo 
danfe 
outspoken 

Spam bot - known WordPress plugins: 
akismet 
redirection 
wool 
wordfence 
wp-file-manager 
wp-mw-form 

Spam bot - known malicious and compromised files: 
/index.php 
/priv_sym/conf.php 
/priv_sympy/sym.py 
/tmp/pear/download/imagick-3.4.4.tgz 
/wp-content/plugins/three-column-screen-layout/db.php 
/wp-content/plugins/wordfence/url/cach/classes/model/wp-pingg.php 
/wp-content/sqlapi.php 
/wp-content/themes/danfe/db.php 
/wp-content/themes/danfe/indx.php 
/wp-content/themes/danfe/ramage_Libytheidae.php 
/wp-content/themes/danfe/tbl_status.php 
/wp-content/themes/danfe/wp_class_datlib.php 
/wp-content/themes/danfe/wp-data.php 
/wp-load.php 
Files with prefix ‘original1.’ 

 



Spreading bot - outgoing communication (Headers): 
User Agent: ArcherGhost8 
User Agent: banana 
User Agent: ArcherGhost 
User Agent: ArcherGhostNotify 
COUNTRYCODE 
IP 

Spreading bot - outgoing communication (to malicious URLs): 
Sites used to store malicious KashmirBlack botnet files. The sites might be legitimate sites that 
have been compromised by the attacker. 
 
hxxp:// 
1academy[.]asia/css/inmemoryplp.css hxxp:// lufesa[.]com/css/inmemorywi.css 
hxxp:// 
a1houselevelingllc[.]com/css/inmemorycms.
css hxxp:// lufesa[.]com/css/inmemorywpl.css 
hxxp:// 
a1houselevelingllc[.]com/css/inmemoryelf.cs
s 

hxxp:// 
lumberproductsinc[.]com/css/inmemoryelf.css 

hxxp:// 
a1houselevelingllc[.]com/css/inmemorymg.c
ss hxxp:// lunabar[.]sk/css/inmemorywi.css 
hxxp:// 
a1houselevelingllc[.]com/css/inmemoryphpu.
css hxxp:// mrdsect[.]org/css/inmemory.css 
hxxp:// 
a1houselevelingllc[.]com/css/inmemoryplp.c
ss hxxp:// mrdsect[.]org/css/inmemorycms.css 
hxxp:// 
a1houselevelingllc[.]com/css/inmemoryupl.c
ss hxxp:// mrdsect[.]org/css/inmemorycn.css 
hxxp:// 
a1houselevelingllc[.]com/css/inmemoryvb.cs
s hxxp:// mrdsect[.]org/css/inmemoryd.css 
hxxp:// 
a1houselevelingllc[.]com/css/inmemorywpl.c
ss hxxp:// mrdsect[.]org/css/inmemorydav.css 

hxxp:// animala[.]mx/css/inmemorycms.css hxxp:// mrdsect[.]org/css/inmemoryelf.css 

hxxp:// animala[.]mx/css/inmemoryplp.css hxxp:// mrdsect[.]org/css/inmemoryjm.css 

hxxp:// animala[.]mx/css/inmemoryrev.css hxxp:// mrdsect[.]org/css/inmemoryjq.css 

hxxp:// animala[.]mx/css/inmemoryvb.css hxxp:// mrdsect[.]org/css/inmemorymg.css 



hxxp:// assuntas[.]com/css/inmemoryupl.css hxxp:// mrdsect[.]org/css/inmemoryphpu.css 
hxxp:// 
babeterabino[.]com/css/inmemorycms.css hxxp:// mrdsect[.]org/css/inmemoryplp.css 
hxxp:// 
babeterabino[.]com/css/inmemoryd.css hxxp:// mrdsect[.]org/css/inmemorypres.css 
hxxp:// 
babeterabino[.]com/css/inmemorymg.css hxxp:// mrdsect[.]org/css/inmemorypxp.css 
hxxp:// 
babeterabino[.]com/css/inmemoryphpu.css hxxp:// mrdsect[.]org/css/inmemorypxt.css 
hxxp:// 
babeterabino[.]com/css/inmemoryplp.css hxxp:// mrdsect[.]org/css/inmemoryrev.css 
hxxp:// 
babeterabino[.]com/css/inmemoryrev.css hxxp:// mrdsect[.]org/css/inmemorytmb.css 
hxxp:// 
babeterabino[.]com/css/inmemorytmb.css hxxp:// mrdsect[.]org/css/inmemorytmp.css 
hxxp:// 
babeterabino[.]com/css/inmemorywi.css hxxp:// mrdsect[.]org/css/inmemoryupl.css 

hxxp:// bosmedia[.]co/css/inmemorycms.css hxxp:// mrdsect[.]org/css/inmemoryvb.css 

hxxp:// bosmedia[.]co/css/inmemoryelf.css hxxp:// mrdsect[.]org/css/inmemorywi.css 

hxxp:// bosmedia[.]co/css/inmemoryphpu.css hxxp:// mrdsect[.]org/css/inmemorywpl.css 

hxxp:// bosmedia[.]co/css/inmemoryplp.css 

hxxp:// 
naveen.cmgtestsites[.]com/css/inmemorycms.cs
s 

hxxp:// bosmedia[.]co/css/inmemorywi.css 
hxxp:// 
naveen.cmgtestsites[.]com/css/inmemoryjq.css 

hxxp:// bosmedia[.]co/css/inmemorywpl.css 
hxxp:// 
naveen.cmgtestsites[.]com/css/inmemoryplp.css 

hxxp:// 
bridgwaterplumbing[.]co[.]uk/css/inmemoryt
mb.css 

hxxp:// 
naveen.cmgtestsites[.]com/css/inmemoryrev.css 

hxxp:// budcargo[.]net/css/inmemorycms.css 
hxxp:// 
naveen.cmgtestsites[.]com/css/inmemorytmb.css 

hxxp:// budcargo[.]net/css/inmemoryelf.css 
hxxp:// 
naveen.cmgtestsites[.]com/css/inmemoryupl.css 

hxxp:// 
budcargo[.]net/css/inmemoryphpu.css 

hxxp:// 
naveen.cmgtestsites[.]com/css/inmemorywpl.css 

hxxp:// budcargo[.]net/css/inmemoryplp.css hxxp:// news.sigap[.]com/css/inmemorycms.css 

hxxp:// budcargo[.]net/css/inmrmoryelf.css hxxp:// news.sigap[.]com/css/inmemoryelf.css 

hxxp:// budcargo[.]net/css/inmrmoryupl.css hxxp:// news.sigap[.]com/css/inmemoryphpu.css 



hxxp:// 
bveconsultingengineers[.]com/css/inmemory
cms.css hxxp:// news.sigap[.]com/css/inmemoryrev.css 
hxxp:// 
bveconsultingengineers[.]com/css/inmemory
mg.css hxxp:// news.sigap[.]com/css/inmemorytmb.css 
hxxp:// 
bveconsultingengineers[.]com/css/inmemory
tmb.css hxxp:// news.sigap[.]com/css/inmemoryvb.css 
hxxp:// 
bveconsultingengineers[.]com/css/inmemory
upl.css hxxp:// news.sigap[.]com/css/inmemorywi.css 
hxxp:// 
bveconsultingengineers[.]com/css/inmemory
vb.css hxxp:// news.sigap[.]com/css/inmemorywpl.css 
hxxp:// 
bveconsultingengineers[.]com/css/inmemory
wi.css 

hxxp:// 
paredesytexturas[.]com/css/inmemorycms.css 

hxxp:// 
bveconsultingengineers[.]com/css/inmemory
wpl.css 

hxxp:// 
paredesytexturas[.]com/css/inmemoryplp.css 

hxxp:// 
calvaryabadi[.]com/css/inmemoryjq.css 

hxxp:// 
paredesytexturas[.]com/css/inmemoryrev.css 

hxxp:// 
calvaryabadi[.]com/css/inmemorymg.css 

hxxp:// 
paredesytexturas[.]com/css/inmemorytmb.css 

hxxp:// 
calvaryabadi[.]com/css/inmemoryphpu.css 

hxxp:// 
paredesytexturas[.]com/css/inmemoryupl.css 

hxxp:// 
calvaryabadi[.]com/css/inmemoryplp.css 

hxxp:// 
paredesytexturas[.]com/css/inmemoryvb.css 

hxxp:// 
calvaryabadi[.]com/css/inmemoryupl.css hxxp:// pastebin[.]com/raw/4HTQ79U8 
hxxp:// 
calvaryabadi[.]com/css/inmemoryvb.css hxxp:// pastebin[.]com/raw/NEbT05yZ 
hxxp:// 
calvaryabadi[.]com/css/inmemorywi.css hxxp:// pastebin[.]com/raw/xL8q5wjH 
hxxp:// 
carrinsagency[.]com/css/inmemorywi.css hxxp:// pole-air[.]eu/css/inmemorycms.css 
hxxp:// 
cbse[.]tawoon[.]com/css/inmemorycms.css hxxp:// pole-air[.]eu/css/inmemorymg.css 
hxxp:// 
cbse[.]tawoon[.]com/css/inmemorymg.css hxxp:// pole-air[.]eu/css/inmemoryphpu.css 
hxxp:// 
cbse[.]tawoon[.]com/css/inmemoryrev.css hxxp:// pole-air[.]eu/css/inmemorytmb.css 



hxxp:// 
cbse[.]tawoon[.]com/css/inmemoryupl.css hxxp:// pole-air[.]eu/css/inmemoryupl.css 
hxxp:// 
cbse[.]tawoon[.]com/css/inmemorywpl.css hxxp:// pole-air[.]eu/css/inmemoryvb.css 

hxxp:// climatis[.]net/css/inmemorycms.css hxxp:// pole-air[.]eu/css/inmemorywi.css 

hxxp:// climatis[.]net/css/inmemoryelf.css 

hxxp:// 
raw[.]githubusercontent[.]com/kashmirblack/hehe
/master/sss.css 

hxxp:// climatis[.]net/css/inmemoryjq.css 
hxxp:// 
readybooking[.]com/css/inmemorycms.css 

hxxp:// climatis[.]net/css/inmemorytmb.css hxxp:// readybooking[.]com/css/inmemoryupl.css 

hxxp:// climatis[.]net/css/inmemoryupl.css hxxp:// readybooking[.]com/css/inmemoryvb.css 

hxxp:// climatis[.]net/css/inmemorywi.css hxxp:// readybooking[.]com/css/inmemorywi.css 

hxxp:// climatis[.]net/css/inmemorywpl.css hxxp:// repositorybsd[.]uk[.]to/adeliap/404.php 

hxxp:// cmbarrett[.]com/css/inmemoryjq.css hxxp:// repositorybsd[.]uk[.]to/adeliap/405.php 
hxxp:// 
cmbarrett[.]com/css/inmemoryphpu.css 

hxxp:// 
repositorybsd[.]uk[.]to/archerhome/index.php 

hxxp:// cmbarrett[.]com/css/inmemoryupl.css hxxp:// repositorybsd[.]uk[.]to/traber.pl 

hxxp:// cmbarrett[.]com/css/inmemoryvb.css 
hxxp:// 
riverwoodhomes[.]org/css/inmemoryelf.css 

hxxp:// creative-writing-
courses[.]com/css/inmemoryelf.css hxxp:// riverwoodhomes[.]org/css/inmemoryjq.css 
hxxp:// creative-writing-
courses[.]com/css/inmemoryjq.css 

hxxp:// 
riverwoodhomes[.]org/css/inmemoryplp.css 

hxxp:// creative-writing-
courses[.]com/css/inmemoryphpu.css 

hxxp:// 
riverwoodhomes[.]org/css/inmemoryrev.css 

hxxp:// creative-writing-
courses[.]com/css/inmemorytmb.css 

hxxp:// 
riverwoodhomes[.]org/css/inmemoryvb.css 

hxxp:// creative-writing-
courses[.]com/css/inmemoryvb.css 

hxxp:// 
riverwoodhomes[.]org/css/inmemorywi.css 

hxxp:// creative-writing-
courses[.]com/css/inmemorywi.css 

hxxp:// 
riverwoodhomes[.]org/css/inmemorywpl.css 

hxxp:// creative-writing-
courses[.]com/css/inmemorywpl.css 

hxxp:// 
safeharbourshelter[.]org/css/inmemorycms.css 

hxxp:// creativity-for-
writers[.]com/css/inmemorycms.css 

hxxp:// 
safeharbourshelter[.]org/css/inmemoryjq.css 

hxxp:// creativity-for-
writers[.]com/css/inmemoryelf.css 

hxxp:// 
safeharbourshelter[.]org/css/inmemoryphpu.css 

hxxp:// creativity-for-
writers[.]com/css/inmemoryjq.css 

hxxp:// 
safeharbourshelter[.]org/css/inmemoryupl.css 



hxxp:// creativity-for-
writers[.]com/css/inmemoryrev.css 

hxxp:// 
safeharbourshelter[.]org/css/inmemoryvb.css 

hxxp:// creativity-for-
writers[.]com/css/inmemoryupl.css 

hxxp:// 
safeharbourshelter[.]org/css/inmemorywpl.css 

hxxp:// creativity-for-
writers[.]com/css/inmemorywi.css 

hxxp:// 
sajiniramesh[.]com/css/inmemoryphpu.css 

hxxp:// creativity-for-
writers[.]com/css/inmemorywpl.css hxxp:// sajiniramesh[.]com/css/inmemoryrev.css 
hxxp:// 
democratictvnews[.]com/css/inmemorycms.c
ss 

hxxp:// 
slidellautorepair[.]com/css/inmemorywpl.css 

hxxp:// 
democratictvnews[.]com/css/inmemoryjq.css hxxp:// steelshines[.]com/css/inmemorycms.css 
hxxp:// 
democratictvnews[.]com/css/inmemorymg.cs
s hxxp:// steelshines[.]com/css/inmemoryelf.css 
hxxp:// 
democratictvnews[.]com/css/inmemorytmb.c
ss hxxp:// steelshines[.]com/css/inmemorymg.css 
hxxp:// 
democratictvnews[.]com/css/inmemoryvb.cs
s steelshines[.]com/css/inmemoryphpu.css 
hxxp:// 
democratictvnews[.]com/css/inmemorywi.css hxxp:// steelshines[.]com/css/inmemoryplp.css 
hxxp:// 
donbosconorte[.]org[.]ar/css/inmemorywpl.cs
s hxxp:// steelshines[.]com/css/inmemoryupl.css 
hxxp:// 
economato[.]donbosconorte[.]org[.]ar/css/in
memoryjq.css hxxp:// steelshines[.]com/css/inmemorywi.css 
hxxp:// 
economato[.]donbosconorte[.]org[.]ar/css/in
memorymg.css 

hxxp:// 
sunrisenurseryschool[.]com/css/inmemorycms.cs
s 

hxxp:// 
economato[.]donbosconorte[.]org[.]ar/css/in
memorywpl.css 

hxxp:// 
sunrisenurseryschool[.]com/css/inmemoryelf.css 

hxxp:// 
enercov[.]com[.]sg/css/inmemoryvb.css 

hxxp:// 
sunrisenurseryschool[.]com/css/inmemorymg.css 

hxxp:// estergoldberg[.]com/wp-
content/uploads/inmemorytr.css 

hxxp:// 
sunrisenurseryschool[.]com/css/inmemorytmb.cs
s 

hxxp:// esvisa[.]org/css/inmemorycms.css hxxp:// testmakr[.]com/css/inmemorycms.css 

hxxp:// esvisa[.]org/css/inmemoryelf.css hxxp:// testmakr[.]com/css/inmemoryupl.css 



hxxp:// esvisa[.]org/css/inmemoryjq.css hxxp:// tiwiter.ignorelist[.]com/rindex/ 

hxxp:// esvisa[.]org/css/inmemorymg.css 
hxxp:// 
tuckerrealestate[.]com/css/inmemoryrev.css 

hxxp:// esvisa[.]org/css/inmemoryphpu.css hxxp:// ucetak[.]com/css/inmemoryelf.css 

hxxp:// esvisa[.]org/css/inmemoryplp.css hxxp:// ucetak[.]com/css/inmemoryjq.css 

hxxp:// esvisa[.]org/css/inmemoryrev.css hxxp:// ucetak[.]com/css/inmemorymg.css 

hxxp:// esvisa[.]org/css/inmemorytmb.css hxxp:// ucetak[.]com/css/inmemoryplp.css 

hxxp:// esvisa[.]org/css/inmemorywi.css hxxp:// ucetak[.]com/css/inmemoryupl.css 
hxxp:// 
eswarcollegeofengg[.]org/css/inmemorycms.
css hxxp:// ucetak[.]com/css/inmemoryvb.css 
hxxp:// 
eswarcollegeofengg[.]org/css/inmemoryelf.c
ss hxxp:// ucetak[.]com/css/inmemorywpl.css 
hxxp:// 
eswarcollegeofengg[.]org/css/inmemoryjq.cs
s hxxp:// usaprintings[.]com/css/inmemorycms.css 
hxxp:// 
eswarcollegeofengg[.]org/css/inmemoryplp.c
ss hxxp:// usaprintings[.]com/css/inmemoryelf.css 
hxxp:// 
eswarcollegeofengg[.]org/css/inmemorytmb.
css hxxp:// usaprintings[.]com/css/inmemoryjq.css 
hxxp:// 
eswarcollegeofengg[.]org/css/inmemoryupl.c
ss hxxp:// usaprintings[.]com/css/inmemoryphpu.css 
hxxp:// 
eswarcollegeofengg[.]org/css/inmemoryvb.c
ss hxxp:// usaprintings[.]com/css/inmemoryplp.css 
hxxp:// 
extindustria[.]com/css/inmemorycms.css hxxp:// usaprintings[.]com/css/inmemoryvb.css 
hxxp:// 
extindustria[.]com/css/inmemoryelf.css hxxp:// usaprintings[.]com/css/inmemorywi.css 
hxxp:// 
extindustria[.]com/css/inmemoryjq.css hxxp:// visbau[.]si/css/inmemoryjq.css 
hxxp:// 
extindustria[.]com/css/inmemorymg.css hxxp:// visbau[.]si/css/inmemoryplp.css 
hxxp:// 
extindustria[.]com/css/inmemoryplp.css hxxp:// visbau[.]si/css/inmemorytmb.css 
hxxp:// 
extindustria[.]com/css/inmemorytmb.css hxxp:// visbau[.]si/css/inmemoryupl.css 



hxxp:// 
extindustria[.]com/css/inmemoryvb.css hxxp:// vou[.]pt/css/inmemorycms.css 

hxxp:// ezhouz[.]com/css/inmemoryupl.css hxxp:// vou[.]pt/css/inmemoryupl.css 

hxxp:// ezhouz[.]com/css/inmemorywi.css hxxp:// vou[.]pt/css/inmemoryvb.css 

hxxp:// ezhouz[.]com/css/inmemorywpl.css hxxp:// vou[.]pt/css/inmemorywi.css 
hxxp:// 
flickr[.]com.goomarketing[.]com[.]br/lndex.ph
p hxxp:// wearecmg[.]com/css/inmemorycms.css 

hxxp:// frenchpolish[.]net/css/inmemoryjq.css hxxp:// wearecmg[.]com/css/inmemoryelf.css 
hxxp:// 
gbmasociados[.]com/css/inmemoryjq.css hxxp:// wearecmg[.]com/css/inmemorymg.css 
hxxp:// 
gbmasociados[.]com/css/inmemorymg.css hxxp:// wearecmg[.]com/css/inmemoryplp.css 
hxxp:// 
gbmasociados[.]com/css/inmemorytmb.css hxxp:// wearecmg[.]com/css/inmemoryrev.css 
hxxp:// 
gbmasociados[.]com/css/inmemoryvb.css hxxp:// wearecmg[.]com/css/inmemoryupl.css 

hxxp:// 
gbmasociados[.]com/css/inmemorywi.css 

hxxp:// 
www[.]behindtheshutter[.]com/css/inmemorycms.
css 

hxxp:// 
gbmasociados[.]com/css/inmemorywpl.css 

hxxp:// 
www[.]behindtheshutter[.]com/css/inmemoryjq.cs
s 

hxxp:// 
gcnyparking[.]com/css/inmemorycms.css 

hxxp:// 
www[.]behindtheshutter[.]com/css/inmemorymg.c
ss 

hxxp:// 
github[.]com/kashmirblack/hehe/raw/master/
apche2 

hxxp:// 
www[.]behindtheshutter[.]com/css/inmemoryplp.c
ss 

hxxp:// 
hederastudio[.]com/css/inmemoryd.css 

hxxp:// 
www[.]behindtheshutter[.]com/css/inmemoryrev.c
ss 

hxxp:// 
hederastudio[.]com/css/inmemoryelf.css 

hxxp:// 
www[.]behindtheshutter[.]com/css/inmemoryupl.c
ss 

hxxp:// 
hederastudio[.]com/css/inmemoryplp.css 

hxxp:// 
www[.]chawkidaccache[.]com/css/inmemorymg.c
ss 

hxxp:// 
hederastudio[.]com/css/inmemoryrev.css 

hxxp:// 
www[.]chawkidaccache[.]com/css/inmemoryrev.c
ss 



hxxp:// 
hederastudio[.]com/css/inmemoryupl.css 

hxxp:// 
www[.]douglasvillarroel[.]com/css/inmemorycms.
css 

hxxp:// 
hederastudio[.]com/css/inmemoryvb.css 

hxxp:// 
www[.]douglasvillarroel[.]com/css/inmemoryelf.cs
s 

hxxp:// 
hederastudio[.]com/css/inmemorywi.css 

hxxp:// 
www[.]douglasvillarroel[.]com/css/inmemoryphpu
.css 

hxxp:// hints[.]pt/css/inmemorycms.css 

hxxp:// 
www[.]douglasvillarroel[.]com/css/inmemoryplp.c
ss 

hxxp:// hints[.]pt/css/inmemoryelf.css 

hxxp:// 
www[.]douglasvillarroel[.]com/css/inmemoryrev.c
ss 

hxxp:// hints[.]pt/css/inmemorymg.css 

hxxp:// 
www[.]douglasvillarroel[.]com/css/inmemorytmb.c
ss 

hxxp:// hints[.]pt/css/inmemoryphpu.css 

hxxp:// 
www[.]douglasvillarroel[.]com/css/inmemoryupl.c
ss 

hxxp:// hints[.]pt/css/inmemoryplp.css 

hxxp:// 
www[.]douglasvillarroel[.]com/css/inmemorywpl.c
ss 

hxxp:// hints[.]pt/css/inmemorytmb.css 
hxxp:// 
www[.]grupofsp[.]com.br/css/inmemoryd.css 

hxxp:// hints[.]pt/css/inmemoryvb.css 

hxxp:// 
www[.]kdmarketresearch[.]com/css/inmemorycm
s.css 

hxxp:// hints[.]pt/css/inmemorywi.css 

hxxp:// 
www[.]kdmarketresearch[.]com/css/inmemoryelf.
css 

hxxp:// hints[.]pt/css/inmemorywpl.css 

hxxp:// 
www[.]kdmarketresearch[.]com/css/inmemoryphp
u.css 

hxxp:// 
hollywooddoor[.]com/css/inmemorycms.css 

hxxp:// 
www[.]kdmarketresearch[.]com/css/inmemoryplp.
css 

hxxp:// indigo-tatu[.]si/css/inmemorycms.css 

hxxp:// 
www[.]kdmarketresearch[.]com/css/inmemoryrev.
css 

hxxp:// indigo-tatu[.]si/css/inmemoryelf.css 

hxxp:// 
www[.]kdmarketresearch[.]com/css/inmemorytmb
.css 



hxxp:// indigo-tatu[.]si/css/inmemoryjq.css 

hxxp:// 
www[.]kdmarketresearch[.]com/css/inmemoryupl.
css 

hxxp:// indigo-tatu[.]si/css/inmemoryplp.css 

hxxp:// 
www[.]kdmarketresearch[.]com/css/inmemoryvb.
css 

hxxp:// indigo-tatu[.]si/css/inmemorytmb.css 
hxxp:// 
www[.]metrocarrental[.]com/css/inmemoryd.css 

hxxp:// indigo-tatu[.]si/css/inmemoryupl.css 
hxxp:// 
www[.]metrocarrental[.]com/css/inmemoryelf.css 

hxxp:// indigo-tatu[.]si/css/inmemoryvb.css 
hxxp:// 
www[.]metrocarrental[.]com/css/inmemoryjq.css 

hxxp:// indigo-tatu[.]si/css/inmemorywpl.css 
hxxp:// 
www[.]metrocarrental[.]com/css/inmemorymg.css 

hxxp:// intowords[.]asia/css/inmemorymg.css 
hxxp:// 
www[.]metrocarrental[.]com/css/inmemoryrev.css 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemorycms.c
ss 

hxxp:// 
www[.]metrocarrental[.]com/css/inmemorytmb.cs
s 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemoryelf.cs
s 

hxxp:// 
www[.]metrocarrental[.]com/css/inmemoryupl.css 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemoryjq.css 

hxxp:// 
www[.]metrocarrental[.]com/css/inmemoryvb.css 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemoryphpu.
css 

hxxp:// 
www[.]metrocarrental[.]com/css/inmemorywi.css 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemoryplp.cs
s 

hxxp:// 
www[.]metrocarrental[.]com/css/inmemorywpl.cs
s 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemorytmb.c
ss 

hxxp:// www[.]plastika-
slabe[.]net/css/inmemorycms.css 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemoryupl.cs
s 

hxxp:// www[.]plastika-
slabe[.]net/css/inmemoryjq.css 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemorywi.cs
s 

hxxp:// www[.]plastika-
slabe[.]net/css/inmemorymg.css 

hxxp:// 
jeancarlosmarrero[.]com/css/inmemorywpl.c
ss 

hxxp:// www[.]plastika-
slabe[.]net/css/inmemoryphpu.css 

hxxp:// littlepray[.]org/css/inmemorycms.css 
hxxp:// www[.]plastika-
slabe[.]net/css/inmemorytmb.css 



hxxp:// littlepray[.]org/css/inmemoryjq.css 
hxxp:// www[.]plastika-
slabe[.]net/css/inmemoryupl.css 

hxxp:// littlepray[.]org/css/inmemorymg.css 
hxxp:// www[.]plastika-
slabe[.]net/css/inmemoryvb.css 

hxxp:// littlepray[.]org/css/inmemoryphpu.css 
hxxp:// www[.]plastika-
slabe[.]net/css/inmemorywi.css 

hxxp:// littlepray[.]org/css/inmemoryplp.css 
hxxp:// www[.]realschule-
lemgo[.]de/swap.phpcss/inmemoryjq.css 

hxxp:// littlepray[.]org/css/inmemoryupl.css 
hxxp:// www[.]realschule-
lemgo[.]de/swap.phpcss/inmemoryplp.css 

hxxp:// littlepray[.]org/css/inmemorywi.css 
hxxp:// www[.]realschule-
lemgo[.]de/swap.phpcss/inmemoryupl.css 

hxxp:// littlepray[.]org/css/inmemorywpl.css 
hxxp:// 
www[.]solutions4urip[.]com/css/inmemoryd.css 

hxxp:// 
llantaskumho[.]pe/css/inmemoryelf.css 

hxxp:// 
www[.]sparkredeem[.]com/css/inmemoryvb.css 

hxxp:// 
llantaskumho[.]pe/css/inmemoryjq.css 

hxxp:// 
www[.]tonerbooth[.]com/css/inmemoryd.css 

hxxp:// 
llantaskumho[.]pe/css/inmemorymg.css 

hxxp:// 
www[.]trinidadproperties[.]biz/css/inmemoryvb.cs
s 

hxxp:// 
llantaskumho[.]pe/css/inmemoryplp.css 

hxxp:// 
yannisartstudio[.]com/css/inmemorycms.css 

hxxp:// 
llantaskumho[.]pe/css/inmemorytmb.css hxxp:// yannisartstudio[.]com/css/inmemoryd.css 
hxxp:// 
llantaskumho[.]pe/css/inmemoryupl.css 

hxxp:// 
yannisartstudio[.]com/css/inmemoryelf.css 

hxxp:// 
llantaskumho[.]pe/css/inmemorywi.css 

hxxp:// 
yannisartstudio[.]com/css/inmemorymg.css 

hxxp:// 
llantaskumho[.]pe/css/inmemorywpl.css 

hxxp:// 
yannisartstudio[.]com/css/inmemoryphpu.css 

hxxp:// lufesa[.]com/css/inmemorymg.css 
hxxp:// 
yannisartstudio[.]com/css/inmemoryplp.css 

hxxp:// lufesa[.]com/css/inmemoryphpu.css 
hxxp:// 
yannisartstudio[.]com/css/inmemorytmb.css 

hxxp:// lufesa[.]com/css/inmemoryplp.css 
hxxp:// 
yannisartstudio[.]com/css/inmemoryupl.css 

hxxp:// lufesa[.]com/css/inmemoryrev.css 
hxxp:// 
yannisartstudio[.]com/css/inmemoryvb.css 

hxxp:// lufesa[.]com/css/inmemoryupl.css 
hxxp:// 
yannisartstudio[.]com/css/inmemorywpl.css 

hxxp:// estergoldberg[.]com/wp-
content/uploads/inmemorytr.css hxxp:// pole-air[.]eu/css/menu-bar.css 



hxxp:// tiwiter[.]ignorelist[.]com/rindex/  
 

Pending bot - known paths for webshell upload: 
 
/__MACOSX/assets/plugins/jquery-
file-upload/server/php/ 

/wp-content/themes/famous/muffin-
options/fields/upload/Files/ 

/app/assets/global/plugins/jquery-file-
upload/server/php/ /wp-content/themes/famous/scripts/admin/uploadify/ 
/app/vendor/jQuery-File-
Upload/server/php/ /wp-content/themes/famous/uploads/ 
/assets/backend/js/jQuery-File-
Upload/server/php/ /wp-content/themes/folo/addpress/includes/ 
/assets/frontend/plugins/jquery-file-
upload/server/php/ /wp-content/themes/folo/includes/uploadify/uploads/ 
/assets/global/plugins/jQuery-File-
Upload/ 

/wp-content/themes/folo/muffin-
options/fields/upload/Files/ 

/assets/global/plugins/jquery-file-
upload/server/php/ /wp-content/themes/folo/scripts/admin/uploadify/ 

/assets/global/plugins/server/php/ /wp-content/themes/folo/uploads/ 

/assets/jQuery-File-Upload/ /wp-content/themes/framework/addpress/includes/ 
/assets/js-admin/plugins/jquery-file-
upload/server/php/ 

/wp-
content/themes/framework/includes/uploadify/uploads/ 

/assets/js/jquery-file-upload/ 
/wp-content/themes/framework/muffin-
options/fields/upload/Files/ 

/assets/plugins/jQuery-File-Upload/ /wp-content/themes/framework/scripts/admin/uploadify/ 
/assets/plugins/jQuery-file-
upload/server/php/ /wp-content/themes/framework/uploads/ 
/assets/super_admin/vendor/jquery-
file-upload/server/php/ /wp-content/themes/funki/addpress/includes/ 

/assets/vendor/jQuery-File-Upload/ /wp-content/themes/funki/includes/uploadify/uploads/ 
/blog/category/js/jquery-file-
upload/server/php/ 

/wp-content/themes/funki/muffin-
options/fields/upload/Files/ 

/blueimp-jQuery-File-
Upload/server/php/ /wp-content/themes/funki/scripts/admin/uploadify/ 
/category/js/jquery-file-
upload/server/php/ /wp-content/themes/funki/uploads/ 
/clip-one/assets/plugins/jquery-file-
upload/server/php/ /wp-content/themes/Ghost/addpress/includes/ 

/cms/cms_js/jQuery-File-Upload/ /wp-content/themes/Ghost/includes/uploadify/uploads/ 



/content/jQuery-File-
Upload/server/php/ 

/wp-content/themes/Ghost/muffin-
options/fields/upload/Files/ 

/core_web/javascript/jQuery-File-
Upload/ /wp-content/themes/Ghost/scripts/admin/uploadify/ 
/css/assets/global/plugins/jquery-file-
upload/server/php/ /wp-content/themes/Ghost/uploads/ 
/demo/assets/plugins/jquery-file-
upload/server/php/ /wp-content/themes/grido/addpress/includes/ 
/extranet/assets/js/vendor/jquery-file-
upload/server/php/ /wp-content/themes/grido/includes/uploadify/uploads/ 
/frontend/plugins/jQuery-File-
Upload/server/php/ 

/wp-content/themes/grido/muffin-
options/fields/upload/Files/ 

/include/jquery-file-upload/server/php/ /wp-content/themes/grido/scripts/admin/uploadify/ 
/intranet/assets/global/plugins/jquery-
file-upload/server/php/ /wp-content/themes/grido/uploads/ 

/javascript/jQuery-File-Upload/ /wp-content/themes/ithemes2/addpress/includes/ 
/jQuery-File-Upload-
9.22.0/server/php/ 

/wp-
content/themes/ithemes2/includes/uploadify/uploads/ 

/jquery-file-upload/ 
/wp-content/themes/ithemes2/muffin-
options/fields/upload/Files/ 

/jQuery-file-upload/server/php/ /wp-content/themes/ithemes2/scripts/admin/uploadify/ 
/js/assets/global/plugins/jquery-file-
upload/server/php/ /wp-content/themes/ithemes2/uploads/ 
/js/assets/plugins/jquery-file-
upload/server/php/ /wp-content/themes/kernel-theme/addpress/includes/ 

/js/jQuery-File-Upload/ 
/wp-content/themes/kernel-
theme/includes/uploadify/uploads/ 

/js/jquery-file-upload/server/php/ 
/wp-content/themes/kernel-theme/muffin-
options/fields/upload/Files/ 

/js/plugins/jquery-file-
upload/server/php/ 

/wp-content/themes/kernel-
theme/scripts/admin/uploadify/ 

/lib/jqueryplugins/jquery-file-
upload/server/php/ /wp-content/themes/kernel-theme/uploads/ 
/manager/assets/plugins/jquery-file-
upload/server/php/ /wp-content/themes/kiddo/addpress/includes/ 

/members/server/php/ /wp-content/themes/kiddo/includes/uploadify/uploads/ 
/novo/admin/assets/jquery-file-
upload/server/php/ 

/wp-content/themes/kiddo/muffin-
options/fields/upload/Files/ 

/php/upload/server/php/ /wp-content/themes/kiddo/scripts/admin/uploadify/ 
/pixel/photobook/assets/jquery-file-
upload/server/php/ /wp-content/themes/kiddo/uploads/ 



/plugins/jquery-file-upload/ /wp-content/themes/lightspeed/addpress/includes/ 

/plugins/jquery-file-upload/server/php/ 
/wp-
content/themes/lightspeed/includes/uploadify/uploads/ 

/production/assets/plugins/jquery-file-
upload/server/php/ 

/wp-content/themes/lightspeed/muffin-
options/fields/upload/Files/ 

/public/assets/global/plugins/jquery-
file-upload/server/php/ /wp-content/themes/lightspeed/scripts/admin/uploadify/ 

/public/assets/lib/jQuery-File-Upload/ /wp-content/themes/lightspeed/uploads/ 
/public/assets/plugins/jquery-file-
upload/server/php/ /wp-content/themes/MoneyTheme/addpress/includes/ 

/public/jquery-file-upload/ 

/wp-
content/themes/MoneyTheme/includes/uploadify/upload
s/ 

/Public/jQuery-File-
Upload/server/php/ 

/wp-content/themes/MoneyTheme/muffin-
options/fields/upload/Files/ 

/public/js/jquery-file-upload/ 
/wp-
content/themes/MoneyTheme/scripts/admin/uploadify/ 

/Public/lib/metronic/assets/global/plug
ins/jquery-file-upload/server/php/ /wp-content/themes/MoneyTheme/uploads/ 

/public/plugins/jquery-file-upload/ /wp-content/themes/multimedia1/addpress/includes/ 
/public/site/jQuery-File-
Upload/server/php/ 

/wp-
content/themes/multimedia1/includes/uploadify/uploads/ 

/public/vendor/jquery-file-upload/ 
/wp-content/themes/multimedia1/muffin-
options/fields/upload/Files/ 

/resources/theme/admin/plugins/jquer
y-file-upload/server/php/ 

/wp-
content/themes/multimedia1/scripts/admin/uploadify/ 

/scripts/jQuery-File-Upload/ /wp-content/themes/multimedia1/uploads/ 

/server/php/ /wp-content/themes/nuance/addpress/includes/ 
/site/assets/global/plugins/jquery-file-
upload/server/php/ /wp-content/themes/nuance/includes/uploadify/uploads/ 

/static/jquery-file-upload/ 
/wp-content/themes/nuance/muffin-
options/fields/upload/Files/ 

/static/js/jquery-file-upload/ /wp-content/themes/nuance/scripts/admin/uploadify/ 

/static/plugins/jquery-file-upload/ /wp-content/themes/nuance/uploads/ 

/static/vendor/jquery-file-upload/ /wp-content/themes/organizer/addpress/includes/ 
/support/vendor/jquery-file-
upload/server/php/ 

/wp-
content/themes/organizer/includes/uploadify/uploads/ 

/system/phpforms/plugins/jquery-file-
upload/server/php/ 

/wp-content/themes/organizer/muffin-
options/fields/upload/Files/ 



/test/assets/plugins/jquery-
file/upload/server/php/ /wp-content/themes/organizer/scripts/admin/uploadify/ 
/theme/assets/global/plugins/jquery-
file-upload/server/php/ /wp-content/themes/organizer/uploads/ 
/theme/vendors/jquery-file-
upload/server/php/ /wp-content/themes/pinboard/addpress/includes/ 
/themes/dashboard/assets/plugins/jq
uery-file-upload/server/php/ 

/wp-
content/themes/pinboard/includes/uploadify/uploads/ 

/update/UserControl/assets/jquery-
file-upload/server/php/ 

/wp-content/themes/pinboard/muffin-
options/fields/upload/Files/ 

/Upload/jquery-file-upload/server/php/ /wp-content/themes/pinboard/scripts/admin/uploadify/ 

/upload/server/php/ /wp-content/themes/pinboard/uploads/ 
/uploads/jquery-file-
upload/server/php/ /wp-content/themes/purevision/addpress/includes/ 
/uploads/plugins/jquery-file-
upload/server/php/ 

/wp-
content/themes/purevision/includes/uploadify/uploads/ 

/vendor/jquery-file-upload/ 
/wp-content/themes/purevision/muffin-
options/fields/upload/Files/ 

/vendor/jquery-file-upload/server/php/ /wp-content/themes/purevision/scripts/admin/uploadify/ 
/web-files/global/plugins/jquery-file-
upload/server/php/ /wp-content/themes/purevision/uploads/ 
/WebUI/assets/plugins/jquery-file-
upload/server/php/ /wp-content/themes/qualifire/addpress/includes/ 
/yonetim/assets/global/plugins/jquery-
file-upload/server/php/ /wp-content/themes/qualifire/includes/uploadify/uploads/ 
/yonetim/assets/plugins/jquery-file-
upload/server/php/ 

/wp-content/themes/qualifire/muffin-
options/fields/upload/Files/ 

/__MACOSX/elfinder/files/ /wp-content/themes/qualifire/scripts/admin/uploadify/ 

/__MACOSX/elfinder/php/files/ /wp-content/themes/qualifire/uploads/ 

/__MACOSX/files/ /wp-content/themes/saico/addpress/includes/ 

/__MACOSX/php/files/ /wp-content/themes/saico/includes/uploadify/uploads/ 

/app/elfinder/files/ 
/wp-content/themes/saico/muffin-
options/fields/upload/Files/ 

/app/elfinder/php/files/ /wp-content/themes/saico/scripts/admin/uploadify/ 

/app/files/ /wp-content/themes/saico/uploads/ 

/app/php/files/ /wp-content/themes/sehf/addpress/includes/ 

/assets/eLFinder-2.1.40/files/ /wp-content/themes/sehf/includes/uploadify/uploads/ 

/assets/eLFinder-2.1.40/php/files/ 
/wp-content/themes/sehf/muffin-
options/fields/upload/Files/ 



/assets/eLFinder/files/ /wp-content/themes/sehf/scripts/admin/uploadify/ 

/assets/eLFinder/php/files/ /wp-content/themes/sehf/uploads/ 

/assets/files/ /wp-content/themes/skinizer/addpress/includes/ 

/assets/jscripts/files/ /wp-content/themes/skinizer/includes/uploadify/uploads/ 

/assets/jscripts/php/files/ 
/wp-content/themes/skinizer/muffin-
options/fields/upload/Files/ 

/assets/php/files/ /wp-content/themes/skinizer/scripts/admin/uploadify/ 

/backend/elfinder/files/ /wp-content/themes/skinizer/uploads/ 

/backend/elfinder/php/files/ /wp-content/themes/suco/addpress/includes/ 
/backend/web/assets/eLFinder-
2.1.40/files/ /wp-content/themes/suco/includes/uploadify/uploads/ 
/backend/web/assets/eLFinder-
2.1.40/php/files/ 

/wp-content/themes/suco/muffin-
options/fields/upload/Files/ 

/backend/web/assets/eLFinder/files/ /wp-content/themes/suco/scripts/admin/uploadify/ 
/backend/web/assets/eLFinder/php/fil
es/ /wp-content/themes/suco/uploads/ 

/backend/web/assets/jscripts/files/ /wp-content/themes/switchblade/addpress/includes/ 
/backend/web/assets/jscripts/php/file
s/ 

/wp-
content/themes/switchblade/includes/uploadify/uploads/ 

/blog/elfinder/files/ 
/wp-content/themes/switchblade/muffin-
options/fields/upload/Files/ 

/blog/elfinder/php/files/ /wp-content/themes/switchblade/scripts/admin/uploadify/ 

/blog/files/ /wp-content/themes/switchblade/uploads/ 

/blog/php/files/ /wp-content/themes/sydney/addpress/includes/ 

/category/elfinder/files/ /wp-content/themes/sydney/includes/uploadify/uploads/ 

/category/elfinder/php/files/ 
/wp-content/themes/sydney/muffin-
options/fields/upload/Files/ 

/category/files/ /wp-content/themes/sydney/scripts/admin/uploadify/ 

/category/php/files/ /wp-content/themes/sydney/uploads/ 

/cms/elfinder/files/ /wp-content/themes/synoptic/addpress/includes/ 

/cms/elfinder/php/files/ /wp-content/themes/synoptic/includes/uploadify/uploads/ 

/cms/files/ 
/wp-content/themes/synoptic/muffin-
options/fields/upload/Files/ 

/cms/php/files/ /wp-content/themes/synoptic/scripts/admin/uploadify/ 

/content/elfinder/files/ /wp-content/themes/synoptic/uploads/ 

/content/elfinder/php/files/ /wp-content/themes/theagency/addpress/includes/ 



/content/files/ 
/wp-
content/themes/theagency/includes/uploadify/uploads/ 

/content/php/files/ 
/wp-content/themes/theagency/muffin-
options/fields/upload/Files/ 

/core_web/elfinder/files/ /wp-content/themes/theagency/scripts/admin/uploadify/ 

/core_web/elfinder/php/files/ /wp-content/themes/theagency/uploads/ 

/core_web/files/ /wp-content/themes/tisa/addpress/includes/ 

/core_web/php/files/ /wp-content/themes/tisa/includes/uploadify/uploads/ 

/css/elfinder/files/ 
/wp-content/themes/tisa/muffin-
options/fields/upload/Files/ 

/css/elfinder/php/files/ /wp-content/themes/tisa/scripts/admin/uploadify/ 

/css/files/ /wp-content/themes/tisa/uploads/ 

/css/php/files/ /wp-content/themes/u-design/addpress/includes/ 

/demo/elfinder/files/ 
/wp-content/themes/u-
design/includes/uploadify/uploads/ 

/demo/elfinder/php/files/ 
/wp-content/themes/u-design/muffin-
options/fields/upload/Files/ 

/demo/files/ /wp-content/themes/u-design/scripts/admin/uploadify/ 

/demo/php/files/ /wp-content/themes/u-design/uploads/ 

/eLFinder-2.1.40/files/ /wp-content/themes/udesign/addpress/includes/ 

/eLFinder-2.1.40/php/files/ /wp-content/themes/udesign/includes/uploadify/uploads/ 

/elfinder/connectors/files/ 
/wp-content/themes/udesign/muffin-
options/fields/upload/Files/ 

/elfinder/connectors/php/files/ /wp-content/themes/udesign/scripts/admin/uploadify/ 

/eLFinder/elfinder/files/ /wp-content/themes/udesign/uploads/ 

/eLFinder/elfinder/php/files/ /wp-content/themes/ut-strange/addpress/includes/ 

/eLFinder/filemanager/files/ 
/wp-content/themes/ut-
strange/includes/uploadify/uploads/ 

/eLFinder/filemanager/php/files/ 
/wp-content/themes/ut-strange/muffin-
options/fields/upload/Files/ 

/elfinder/files /wp-content/themes/ut-strange/scripts/admin/uploadify/ 

/elfinder/files/ /wp-content/themes/ut-strange/uploads/ 

/elfinder/php/files/ /wp-content/themes/WPStore/addpress/includes/ 

/extranet/elfinder/files/ 
/wp-
content/themes/WPStore/includes/uploadify/uploads/ 

/extranet/elfinder/php/files/ 
/wp-content/themes/WPStore/muffin-
options/fields/upload/Files/ 



/extranet/files/ /wp-content/themes/WPStore/scripts/admin/uploadify/ 

/extranet/php/files/ /wp-content/themes/WPStore/uploads/ 

/files/ /wp-content/uploads//products_img/ 
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/wp-content/themes/elemin/muffin-
options/fields/upload/Files/ /uddisoap/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-
content/themes/elemin/scripts/admin/
uploadify/ /ujadmin/vendor/phpunit/phpunit/src/Util/PHP/ 

/wp-content/themes/elemin/uploads/ /update/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-
content/themes/eptonic/addpress/incl
udes/ /upload/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-
content/themes/eptonic/includes/uplo
adify/uploads/ /uploads/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-content/themes/eptonic/muffin-
options/fields/upload/Files/ /vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-
content/themes/eptonic/scripts/admin
/uploadify/ /vendor/vendor/phpunit/phpunit/src/Util/PHP/ 

/wp-content/themes/eptonic/uploads/ /web/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-
content/themes/eshop/addpress/inclu
des/ /webpics/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-
content/themes/eshop/includes/uploa
dify/uploads/ /Website/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-content/themes/eshop/muffin-
options/fields/upload/Files/ /WebUI/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-
content/themes/eShop/scripts/admin/
uploadify/ /xml/vendor/phpunit/phpunit/src/Util/PHP/ 

/wp-content/themes/eshop/uploads/ 
/yacht-charter-
turkey/vendor/phpunit/phpunit/src/Util/PHP/ 

/wp-
content/themes/famous/addpress/incl
udes/ /yonetim/vendor/phpunit/phpunit/src/Util/PHP/ 
/wp-
content/themes/famous/includes/uplo
adify/uploads/ /yunan_adalari/vendor/phpunit/phpunit/src/Util/PHP/ 
 

 



KashmirBlack C&C IP:  
36.84.135.213 
 

KashmirBlack Repositories IPs: 
 
103.28.163.217 162.241.226.147 198.49.23.144 66.199.191.29 

103.40.117.19 162.241.255.99 198.49.23.145 66.96.131.51 

104.238.220.186 162.252.57.68 198.57.151.193 66.96.145.101 

104.27.172.56 166.62.6.67 217.160.0.241 67.20.77.159 

104.27.173.56 167.99.147.73 23.229.188.8 67.222.38.91 

108.167.139.168 172.67.211.34 2606:4700:3031::681b:ac38 67.225.143.197 

108.167.147.246 184.168.221.73 2606:4700:3033::681b:ad38 67.225.144.157 

109.232.216.40 185.68.16.12 2606:4700:3035::ac43:d322 67.225.144.69 

110.138.173.200 192.158.234.242 3.6.180.38 68.183.81.28 

111.118.212.254 192.169.218.86 36.70.235.82 72.52.216.175 

111.118.215.210 192.169.231.43 37.9.175.24 74.80.163.82 

139.162.37.134 192.254.193.145 46.4.71.16 91.146.109.70 

148.66.133.232 192.40.112.72 5.189.190.167 91.185.209.216 

148.66.136.7 198.1.68.175 5.9.147.235 91.195.240.87 

162.214.77.4 198.185.159.144 50.63.161.193 94.130.134.49 

162.241.143.7 198.185.159.145 50.63.202.81 94.46.13.75 

67.225.144.157 5.189.190.167 166.62.92.48 94.46.13.77 

5.189.190.167    
 

Spam bot IPs: 
167.160.1.70 
167.160.3.157 
134.249.116.78 

 

 



Known KashmirBlack bot IPs: 
 
101.50.3.132 160.153.192.222 198.1.98.189 35.240.254.161 

103.11.75.15 161.189.159.172 198.37.123.60 35.242.128.177 

103.116.16.67 161.189.202.40 198.57.247.202 35.244.124.106 

103.145.226.104 162.144.18.118 198.58.99.254 35.244.72.212 

103.147.154.41 162.144.68.170 199.101.100.123 35.247.132.6 

103.21.58.29 162.214.71.13 199.101.100.124 35.247.160.99 

103.229.72.13 162.241.143.7 199.188.200.224 35.247.185.96 

103.229.72.89 162.241.156.242 199.79.62.126 37.187.163.201 

103.50.162.147 162.241.175.138 2001:df7:5300:2::17  
103.6.55.90 162.241.178.118 201.217.240.35 44.230.121.233 

103.98.84.90 162.241.203.242 203.130.133.165 45.114.84.29 

104.199.209.112 162.241.216.176  45.32.145.130 

104.238.111.68 162.241.217.237 206.221.179.19 45.35.56.98 

104.238.220.186 162.241.218.67 207.244.76.223 45.63.68.11 

108.167.132.108 162.241.222.14 209.236.71.102 47.245.25.43 

108.167.133.26 162.241.226.34 209.99.16.206 50.116.97.91 

108.167.136.49 162.241.233.204 213.136.71.213 50.62.134.18 

108.167.146.126 162.241.244.88 213.136.72.218 50.62.161.115 

108.167.146.13 162.241.252.107 213.239.202.83 50.62.176.153 

108.167.146.224 162.241.253.12 216.10.240.90 50.62.176.173 

108.167.189.17 162.255.161.103 23.111.156.242 50.62.177.157 

108.179.201.195 163.44.198.52 2607:f130:0:d5:216:3eff:feb5:e724 50.63.161.193 

108.179.220.169 165.22.117.130 2a01:4f8:10a:35e2::2 50.87.144.110 

108.179.253.225 172.251.73.17 3.221.133.141 50.87.144.121 

110.138.37.173 172.82.149.226 3.231.85.6 50.87.144.40 

112.213.89.124 172.96.13.122 31.210.159.104 50.87.144.56 

118.25.139.145 173.212.239.161 31.210.159.90 50.87.144.65 

119.81.52.53 173.212.241.155 34.106.208.143 50.87.144.89 

125.212.254.9 173.236.184.106 34.125.161.28 50.87.225.217 

13.115.162.29 173.247.249.134 34.192.233.132 50.87.237.60 



13.231.101.95 173.249.36.37 34.227.12.44 50.87.253.215 

13.234.238.3 175.41.204.8 34.76.9.225 51.161.13.217 

13.236.178.138 178.63.97.254 34.80.51.146 52.199.139.146 

131.153.37.2 18.139.232.237 34.87.157.243 52.23.216.57 

132.148.131.10 18.177.70.244 34.87.163.184 52.53.167.192 

132.148.136.233 18.181.148.227 34.87.164.121 52.88.150.87 

132.148.139.48 18.188.177.238 34.87.167.38 54.209.168.212 

132.148.152.219 18.220.164.18 34.87.180.170 54.95.78.206 

132.148.159.212 18.236.119.18 34.87.187.48 59.110.70.190 

132.148.17.185 181.214.31.79 34.87.193.50 64.202.190.164 

132.148.176.151 181.215.247.32 34.87.232.164 66.152.183.38 

132.148.176.74 182.239.53.29 34.87.245.171 66.199.191.29 

132.148.22.226 182.50.135.78 34.87.41.148 67.205.103.90 

132.148.227.234 182.50.151.64 34.87.73.45 67.222.16.7 

132.148.83.124 184.168.200.190 34.87.81.185 67.222.38.91 

132.148.89.107 184.168.200.39 34.89.246.160 67.222.39.62 

139.162.207.209 185.18.40.43 34.94.224.56 67.225.143.197 

139.162.37.134 185.36.149.248 35.186.153.11 67.225.144.4 

139.180.211.158 186.224.105.70 35.189.167.23 67.227.154.146 

143.95.77.250 188.213.134.14 35.189.180.155 67.227.240.192 

144.91.109.67 190.105.228.234 35.190.233.38 69.16.221.200 

144.91.115.135 192.145.235.222 35.194.194.2 69.162.102.218 

148.251.183.170 192.169.82.134 35.197.152.16 69.167.152.123 

148.66.133.232 192.185.2.102 35.197.97.74 69.174.252.96 

148.66.158.83 192.185.2.120 35.198.240.43 69.195.124.97 

148.70.183.161 192.185.2.19 35.198.242.43 69.46.27.162 

148.72.193.178 192.185.2.192 35.198.249.225 69.90.63.87 

148.72.209.37 192.185.2.223 35.199.87.87 72.241.188.225 

148.72.22.151 192.185.2.23 35.201.197.127 72.52.149.133 

148.72.232.128 192.185.4.41 35.201.229.7 72.52.202.22 

148.72.232.30 192.185.82.129 35.201.231.51 74.80.163.82 



148.72.232.59 192.185.82.150 35.201.251.166 78.46.43.228 

148.72.232.62 192.232.254.67 35.220.135.105 80.82.114.236 

148.72.232.64 192.241.198.210 35.221.219.195 82.165.82.140 

148.72.250.216 192.254.134.214 35.228.213.118 88.99.165.167 

149.28.224.202 192.254.193.145 35.234.1.219 91.146.109.70 

149.28.24.217 192.40.112.72 35.234.60.127 91.203.111.40 

154.0.161.239 193.164.133.115 35.239.27.53 95.179.236.9 

154.0.166.205 193.189.98.38 35.240.142.146 97.74.228.233 

158.69.189.205 193.30.122.148 35.240.210.71 97.74.233.129 

160.153.154.135 195.201.69.123 35.240.238.156 97.74.233.225 

   97.74.236.9 
 
 


