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WE LIVE IN A DANGEROUS WORLD

A Hackers Inc. 7 The Industrialization of Hacking
A Attacks are on the rise

A Mixture of sources, different
threat levels, and varied
sophistication

A We need to

I Quickly prevent the known bad
I Focus analysis on the unknown bad
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THE INDUSTRIALIZATION OF HACKING

WHO HOW

For-Profit Hackers Formalized Attack Tools
Competitors Formalized Attack Services
Nation-States o s - B Automation
Organized Crime Groups J. /¥ '

HY

Financially Motivated Intellectual Property/Secrets
Politically Motivated Personally Identifiable Information
Credit Card/Healthcare/Financial Records
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Researching Vulnerabilities
Developing Exploits
Growing Botnets
Exploiting Targets
Consuming

Direct Value i i.e. IP, PIlI,
CCN

Command & Control
Malware Distribution
Phishing & spam
DDoS
Blackhat SEO

Growing Botnets and
Exploiting Vulnerabilities

Selecting Targets via
Search Engines

Templates & Kits
Centralized Management
Service Model
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