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Motivation
Why track hackers? Is it difficult?
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WE LIVE IN A DANGEROUS WORLD

ÅIndustrialized Hacking

ÅAttack techniques & vectors 
keep evolving at a rapid pace

ÅAttack tools and platforms keep 
evolving

ïSophisticated automation

ïProliferation of botnets

ïTrojans, etc.
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KNOW YOUR ENEMY

ÅEliminate uncertainties

ïActive attack sources

ïExplicit attack vectors

ïSpam content

ÅFocus on actual threats

ÅDevise new defenses based on real data

ïDo not need to guess attacker behavior
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If you know the enemy and know yourself, you need not 

fear the result of a hundred battles
Sun Tzu ïThe Art of War



Tools
How do we do it?
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WE HAVE CREATED A òHACK-O-SCOPEó

ÅThreat centers are an established practice 
for AV companies

ïCollect potential threat vectors and detection data 
from actual deployments

ÅHoneypot projects of various types

ïWorkstations

ïNetwork layer attacks

ïSpam and Phishing

ÅFocus on on Web application attacks

ïHard to create a compelling decoy application

ïEnterprise customers are not inclined to share 
attack data
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THE GOOD

ÅApproach
ïTap into actual application traffic

ïSingle out attacks

ÅPros
ïReal target PoV

ïCompare malicious traffic to benign traffic

ÅCons
ïMostly focused on attacks we can predict

ïBad data-to-noise ratio

ÅOur implementation
ïUse Imperva SOC and Impervaôsown IT systems

ïRely on our WAF to single out attack
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THE BAD

ÅApproach
ïTap into malicious traffic

ÅPros
ï100% hacker guaranteed

ÅCons
ïDelicate handling

ÅOur implementation
ïAnonymous Proxy

ïTOR Relay
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To know your Enemy, you must become your Enemy
Misattributed to Sun Tzu ïThe Art of War



THE UGLY

ÅApproach

ïParticipate in hacker discussions on the Web

ÅPros

ïInsight into ñsofterò evidence

ÅCons

ïManual process

ïResource consuming

ÅOur implementation

ïTap into some forums

ïLookup specific ñhoney tokensò on Google

ÅFind discussions around them
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