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WE LIVE IN A DANGEROUS WORLD

A Industrialized Hacking

A Attack techniques & vectors
keep evolving at a rapid pace

A Attack tools and platforms keep
evolving
I Sophisticated automation
I Proliferation of botnets
I Trojans, etc.
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KNOW YOUR ENEMY

If you know the enemy and know yourself, you need not
fear the result of a hundred battles

Sun Tzu i The Art of War

A Eliminate uncertainties
% A WY 4*M/

I Active attack sources o N NI e o
i Explicit attack vectors —— “"{ "pég,_‘?{;,“
I Spam content ,‘,.,. CaN ConSa S
A Focus on actual threats -awngfml'::;:

m ez | cant live my B s e
A Devise new defenses based on real data :'{," "','.., oy

I Do not need to guess attacker behavior //// Mt\‘\ N\&
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WE HAVECREATED A HAGXKS COP E O

A Threat centers are an established practice
for AV companies

I Collect potential threat vectors and detection data
from actual deployments

A Honeypot projects of various types

I Workstations
I Network layer attacks
I Spam and Phishing

A Focus on on Web application attacks

I Hard to create a compelling decoy application

I Enterprise customers are not inclined to share
attack data
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THE GOOD
A Approach

I Tap into actual application traffic
I Single out attacks

A Pros

I Real target PoV
I Compare malicious traffic to benign traffic

A Cons
I Mostly focused on attacks we can predict
I Bad data-to-noise ratio

A Our implementation

I Use Ilmperva SOCand|l mp e r owmald Systems
I Rely on our WAF to single out attack
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THE BAD

To know your Enemy, you must become your Enemy

Misattributed to Sun Tzu i The Art of War

A Approach

I Tap into malicious traffic

A Pros
I 100% hacker guaranteed

A Cons

I Delicate handling

A Our implementation

I Anonymous Proxy
I TOR Relay
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THE UGLY

A Approach

I Participate in hacker discussions on the Wekg

A Pros
Il nsight i1 nto nsofter

A Cons

I Manual process
I Resource consuming

A Our implementation

I Tap into some forums
' Lookup specific fAho
A Find discussions around them

10

RSACONFERENCE2010 b e bt




