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<Background
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many others
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Breach Security.

4Security research for the Israeli 
Government.
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<Based out of Tel-Aviv, Israel.
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Agenda

<The challenge of business logic bots

4Business logic attacks

4Business process automation:

ÁThe friendly side of web automation

4Business logic bots:

ÁMalicious web automaton

<Solutions

4Detection

4Mitigation
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Business Logic Bots (BLBs)

A subset of Business Logic Threats (BLTs). 

Compared to syntactic attacks:
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Technical Attacks Business Logic Attacks

Malformed requests Normal requests

Invalid input values Legitimate input values

Change functionality Abuse functionality

Attack the application and 
only indirectly the business

Attack directly the business

Usually a single request Often multiple requests

http://australian-animals.net/bilby.htm
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Business Logic Bots

What a pain in the necké
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Business Logic Threats

Normal requests

Legitimate input values

Abuse functionality

Attack directly the business

Often multiple requests

As a result

Hard to detect

Not always illegal

Key for mitigation!
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Web Automation
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Web Automation

<The fact is that web automation is in wide use
4Online form automation

4Tracking competition

4Personal and institutional stock trading

4Indexing services

4Comparative shopping

4Web Services and other web APIs

<Bottom line is that business level automation may or 
may not be define as an attack based on the context 
of things
4Who is the source

4Which part of the business logic is being invoked
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BUSINESS LOGIC BOTS

Born to be bad:
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Brute Force

<Determine an unknown value by using an 
automated process to try a large number 
of possible values.

<Can be used for:

4Cracking login credentials

4Guessing session identifiers

4Guessing file and directory names (often 
called
ñForceful Browsingò)

4Credit card information such as CVV and 
expiration date.
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Logic Bots Denial of Service

<Locking resources:

4Lock resources by doing nothing

4Invoke and use slowly transaction based processes.

<Abusing resource sensitive function:

4Search

4SQL Like injection

4Regular expression injection.

<Performed in a distributed fashion.
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Web Spam

<Abuse public web pages to post 
links in order to elevate siteôs 
ranking in search results (Abusive 
SEO)

<Advertise through Comment Spam

<Abuse forms that send email for 
spam
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Click Fraud

<Abuse pay per click advertising by generating automated 
clicks.

<Performed by owners of web sites displaying ads, 
competitors and vandals.

<Variants include: 
4Referrer click fraud.
4CSRF click fraud.
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